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This Situation Manual provides exercise participants with all the necessary tools for their roles in the exercise. Some exercise material is for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials that are necessary to their performance. All exercise participants may view the Situation Manual.
Please review this document and tailor the material as necessary to meet the needs of your specific organization. Update the [content in red and bracketed] for individual deliveries of this tabletop. Directions to the facilitator and evaluator(s) are in blue italics. 
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SITUATION MANUAL	Whole Community Resilience and Continuity Tabletop Exercise

	14	[Sponsor Organization]
[PROTECTIVE MARKING, AS APPROPRIATE]
Homeland Security Exercise and Evaluation Program (HSEEP)	Rev. 2021 508
[bookmark: _Toc55894687]Exercise Overview
	Exercise Name
	Whole Community Resilience and Continuity Tabletop Exercise 

	Exercise Dates
	[Indicate the start and end dates of the exercise]

	Scope
	This exercise is a tabletop exercise, planned for [exercise duration] at [exercise location]. Exercise play is limited to [exercise parameters].

	Mission Area(s)
	Mitigation
Response
Recovery 

	Core Capabilities
	Planning
Operational Coordination  

	Objectives
	Identify how continuity planning is integrated throughout all existing plans, policies and procedures.
Review existing operations plans, policies and practices; discuss the decisions and actions to implement these plans, policies and/or practices; and identify gaps and challenges with their current structure and contents.
Review existing continuity of operations plans, policies and practices; discuss the decisions and actions to implement these plans, policies and practices; and identify gaps and challenges with their current structure and contents.
Review existing devolution plans, policies and practices; discuss the decisions and actions to implement these plans, policies and practices; and identify gaps and challenges with their current structure and contents.
Review existing reconstitution plans, policies and practices; discuss the decisions and actions t to implement these plans, policies and practices; and identify gaps and challenges with their current structure and contents.
Identify potential solutions or mitigation strategies, both short- and long‑term, for identified issues. 

	Threat or Hazard
	Cyberattack with physical impacts to critical infrastructure 

	Scenario
	A cyberattack of unknown origin has impacted several countries across multiple critical infrastructure sectors in the past two weeks. Numerous reports of local impacts are being reported. They include significant connectivity and service degradation issues to internet service providers and telecommunications companies, reports of data releases from government databases and most recently, rolling power outages. Government sources report that analysis of the multiple reported incidents in the U.S. and overseas indicates a strong likelihood of recurring impacts within critical information and communication technology systems, as well as the potential for future physical effects on critical infrastructure. 

	Sponsor
	[Insert the name of the sponsor organization, as well as any grant programs being utilized, if applicable]

	Participating Organizations
	[Insert a brief summary of the total number of participants and participation level (i.e., federal, state, local or tribal governments, nongovernmental organizations [NGOs] and/or international agencies). Consider including the full list of participating agencies in Appendix B; delete that appendix if it is not required.]

	Point of Contact
	[Insert the name, title, agency, address, phone number and email address of the primary exercise POC (e.g., exercise director or exercise sponsor)]
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[bookmark: _Toc55894688]General Information
[bookmark: _Toc55894689]Exercise Objectives and Core Capabilities
The following exercise objectives in Table 1 describe the expected outcomes for the exercise. The objectives are linked to core capabilities, which are distinct critical elements necessary to achieve the specific mission area(s). The objectives and aligned core capabilities are guided by elected and appointed officials and selected by the exercise planning team.
[bookmark: _Ref55238006]Table 1: Exercise Objectives and Associated Core Capabilities
	Exercise Objectives
	Core Capability

	Identify how continuity planning is integrated throughout all existing plans, policies and procedures. 
	Planning
Operational Coordination 

	Review existing operations plans, policies and practices; discuss the decisions and actions to implement these plans, policies and/or practices; and identify gaps and challenges with their current structure and contents.
	Planning
Operational Coordination

	Review existing continuity of operations plans, policies and practices; discuss the decisions and actions to implement these plans, policies and practices; and identify gaps and challenges with their current structure and contents. 
	Planning
Operational Coordination 

	Review existing devolution plans, policies and practices; discuss the decisions and actions to implement these plans, policies and practices; and identify gaps and challenges with their current structure and contents.  
	Planning
Operational Coordination 

	Review existing reconstitution plans, policies and practices; discuss the decisions and actions to implement these plans, policies and practices; and identify gaps and challenges with their current structure and contents.  
	Planning
Operational Coordination 

	Identify potential solutions or mitigation strategies, both short-term and long-term, for identified issues 
	Planning
Operational Coordination 


[bookmark: _Toc55894690]Participant Roles and Responsibilities
The term “participant” encompasses many groups of people, not just those playing in the exercise. Groups of participants involved in the exercise, and their respective roles and responsibilities, include:
Players: Players have an active role in discussing or performing their regular roles and responsibilities during the exercise. Players discuss or initiate actions in response to the simulated emergency.
Observers: Observers do not directly participate in the exercise. However, they may support the development of player responses to the situation during the discussion by asking relevant questions or providing subject matter expertise.
Facilitators: Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key exercise planning team members also may assist with facilitation as subject-matter experts during the exercise.
Evaluators: Evaluators observe and document certain objectives during the exercise. Their primary role is to document player discussions, including how and whether those discussions conform to plans, policies and procedures.
[bookmark: _Toc55894691]Exercise Structure
This exercise will be a multimedia facilitated exercise. Players will participate in the following three themes of resilience:
Continuity of operations; 
Devolution; and
Reconstitution.
[Update this section to include the structure you will use for this exercise. The facilitator/evaluator guide outlines options for delivery.]  Each theme begins with a multimedia update that summarizes key events occurring within that time period. After the updates, participants review the situation and engage in either a whole group or functional group discussions of appropriate mitigation, response and recovery issues. If using functional group break-out sessions for this exercise, potential functional groups include operations staff, planning staff, continuity, devolution and reconstitution professionals, facilities management, information technology and other key stakeholders as appropriate.
After these functional group discussions, participants engage in a moderated plenary discussion in which a spokesperson from each group presents a synopsis of the group’s actions, based on the scenario. 
[bookmark: _Toc55894692]Exercise Guidelines
Hold this exercise in an open, low-stress, no-fault environment. Varying viewpoints, even disagreements, are expected. 
Respond to the scenario using your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from your training.
Decisions do not set precedent and may not reflect your organization’s final position on a given issue. This exercise is an opportunity to discuss and present multiple options and possible solutions.
Issue identification is less valuable than your suggestions and recommended actions to improve mitigation, response and recovery efforts. Problem-solving efforts are the focus.
[bookmark: _Toc55894693]Exercise Assumptions and Artificialities
In any exercise, assumptions and artificialities are necessary to complete play in the time allotted and/or account for logistical limitations. Exercise participants should accept that assumptions and artificialities are inherent in any exercise and avoid letting these considerations negatively impact their participation. During this exercise, the following apply:
The exercise is conducted in a no-fault learning environment wherein capabilities, plans, systems and processes are evaluated. 
Participants may need to balance exercise play with real-world emergencies. Real-world emergencies take priority.
The exercise scenario is plausible and events occur as they are presented. 
All players receive information at the same time.
The scenario does not provide players with answers to all their questions, which may be frustrating. Remind players that real-world incidents often require response without all the information. 
The scenario assumes certain player actions as it moves through each phase. Players should first discuss the actions stipulated by the scenario. However, players are welcome to engage in “what if” discussions of alternative scenario conditions. 
[bookmark: _Toc55894694]Exercise Evaluation
Exercise evaluation is based on the exercise objectives and aligned capabilities, capability targets and critical tasks, which are documented in EEGs. Evaluators have EEGs for each of their assigned areas. [Adjust the following statements to reflect the evaluation and follow-up actions for this exercise.] Additionally, players are asked to complete participant feedback forms. These documents, coupled with facilitator observations and notes, are used to evaluate the exercise and compile the after-action report.
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[bookmark: _Toc55894695]Module 1: Continuity of Operations
[bookmark: _Toc55894696]Scenario Overview: State of the World
[Specific weather conditions may be added as an element of the scenario. If not, assume current weather conditions at time of conduct.]
[Specific impacts relevant to the organization playing may be added as appropriate (e.g., impacts to area hospitals).]
According to media reports, multiple countries have been impacted by cyberattacks across multiple critical infrastructure sectors in the past two weeks.
Internet service providers and telecommunications companies have reported significant connectivity and service degradation issues, escalating over the past week.
Organizations have reported the loss of personally identifiable information (PII) through an unknown compromise, which has been uploaded to the dark web. 
Networks are degraded and experience connectivity issues with vendors, and users cannot access external websites. 
Other organizations have abnormalities in their systems, to include slowdowns, traffic drop-offs and inoperability. 
Organization employee PII is found in open forums.
Government sources report that analysis of the multiple reported incidents in the U.S. and overseas indicates a strong likelihood of recurring impacts within critical information and communication technology systems, as well as the potential for future physical effects on critical infrastructure.
Localized blackouts have been reported within the region.
Media reports that cyberattacks have impacted transportation operation centers, resulting in significant degradation in traffic signal control, especially in urban areas. Numerous automotive collisions have been reported in the past four hours, and congestion is severe on all major highways. First responders are having trouble reaching crash victims in a timely manner.
[bookmark: _Toc55894697]Continuity of Operations Scenario Update
At 0600 hours, a significant power outage occurred that has impacted your entire region. Reports are coming in indicating that a significant portion of the [Insert name of state/local community] is without power. The cause of the outage has not been determined.
Area utilities have not been able to provide an estimated time for power restoration.
Area airports are reporting that they have lost primary power due to the power outage and are operating on backup power. Outbound flights are being canceled, and inbound flights are being diverted. Thousands of passengers are stranded at airports.
Subway and rail services [if appropriate] are reporting that they are operating using single track and on backup power. Significant delays exist, and passengers are being encouraged to exit and use other means as soon as possible. Rail service providers report similar issues, and passengers are stranded across the region.
Area cell towers are still operational due to backup power, but significant increased volume in calls is taxing the system, and there are multiple reports of calls not going through. 
Social media traffic is significant. In addition to use by traditional media sources and government agencies, rumors and inaccurate information are being widely disseminated.
[Insert specific weather conditions if this is an objective.]
Organizations activate their continuity plans and begin continuity operations at alternate locations.
[bookmark: _Toc55894698]Key Issues
Impacts to critical infrastructure as a result of a cyberattack have increased. 
Organizations’ essential functions may have been or may be adversely impacted by these impacts. 
[bookmark: _Toc55894699]Discussion Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any critical issues, decisions, requirements or questions to address at this time. 
The following questions are suggested subjects that you may wish to address as the discussion progresses. These questions are not a definitive list of concerns to be addressed, nor is there a requirement to address every question.
Add, tailor or augment suggested questions as appropriate for your organization.
Would this scenario cause your organization to activate your continuity plan?
What plans and/or policies currently exist to guide your organization’s continuity of operations implementation? 
When was it previously updated? 
When was it most recently exercised?
Since then, have there been any significant changes within the organization or to the organization’s mission?
What actions, based on your continuity plan, would be taken at this point?
Who would take these actions?
What resources are needed?
What logistics are needed to implement this plan?
What methods of communication are used?
What is your primary method of communication?
Do you have any alternate, contingency or emergency methods of communication?
0. What protocols do you have in place to determine which method is used and when?
Is there a regular testing schedule for these methods?
When was most recent test, and were any issues identified?
What is communicated to your workforce? By whom and how? 
What are the different audiences to communicate to? 
How does the message change as the audience changes?
What is communicated to external partners and stakeholders? By whom and how?
What gaps or challenges are you facing in moving to continuity of operations?
Are there any mission requirements that cannot be performed at the alternate site? 
If so, why? 
What are they? Personnel, facilities, equipment?
Brainstorm potential solutions.
Brainstorm potential mitigation strategies.
Is there any engagement with the devolution site or personnel responsible before devolution occurs? 
If so, what does it look like? 
If not, at what point might it begin? 
Does the continuity of operations plan provide specific guidelines? 
Would this situation activate devolution within your organization?
[bookmark: _Toc55894700]Action Items and Takeaways
At the end of continuity of operations discussion, the facilitator captures major takeaways, actions needed, responsible parties and timeline.
· Major takeaways
· Actions needed
· Person or group responsible for those actions
· Timeline to reconvene or report back
· Next steps.
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[bookmark: _Toc55894701]Module 2: Devolution
[bookmark: _Toc55894702]Devolution Scenario Update
72 hours following the beginning of the continuity incident.
Continuity operations continue at alternate sites.
Continuity team members who do not stay on site at their organization’s alternate site report difficulties getting to the location for their shifts due to the ongoing area‑wide blackout and the impact on local traffic signals and gas stations. 
Continuity team members report challenges with family preparedness matters, including family members wanting to evacuate to an area outside the impacted area, care for young children and pets and concerns about access to food and medications.
Area utilities report that a significant critical component in multiple transformers has become inoperable due to overheating. The damage is extensive and requires replacing major components or entire units. Limited replacement parts at the national level remove the possibility of short-term repairs.
Utilities have estimated it will possibly be months before the system is fully operational.
As the public becomes aware of the potential extended duration of the power outage, there are increased calls for assistance; reports of self-evacuation attempts to leave the area, which are hampered by a lack of powered fuel stations; and looting of grocery stores and other merchants.
[Insert specific weather conditions if this is an objective.]
Organization leadership directs implementation of the devolution plan to shift mission to a devolution site outside the impacted area.
[bookmark: _Toc55894703]Key Issues
Continuity operations are currently being performed at the alternate site(s). 
Essential personnel are beginning to experience challenges reporting to work due to situations at home (e.g., no power, family and/or pet issues, lack of access to fuel for vehicle). 
Power outage is expected to continue for a period of months. 
[bookmark: _Toc55894704]Discussion Questions 
Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any critical issues, decisions, requirements or questions to address at this time.
The following questions are suggested subjects that you may wish to address as the discussion progresses. These questions are not a definitive list of concerns to be addressed, nor is there a requirement to address every question.
Add, tailor or augment suggested questions as appropriate for your organization.
1. Do you have devolution plan that this scenario would cause your organization to activate?
What plans and/or policies currently exist to guide your organization’s move to devolution? 
When was it previously updated? 
When was it most recently exercised?
Since then, have there been any significant changes within the organization or to the organization’s mission?
Who is on your devolution team (e.g., management, human capital, facilities, records management, IT, security)? 
Should other parts of your organization be represented? 
Who leads the team?
What decisions are needed to implement your devolution plan?
Who needs to make them? 
What are the gaps to implementation?
Are there triggers or procedures that activate devolution plans if leadership is unable to make decisions or is unreachable after a reported event? Are there out-of-area leaders with the authority to activate devolution?
What actions, based on your devolution plan, would be taken at this point?
Who would take these actions?
What resources are needed?
Who would maintain organization leadership? Current leadership or out-of-area successor? Would you have a combination of the two?
What logistics are needed to implement this plan?
What methods of communication are used?
1. What is your primary method of communication?
Do you have any alternate, contingency or emergency methods of communication?
1. What protocols do you have in place to determine which method is used and when?
Is there a regular testing schedule for these methods?
When was your previous test, and were any issues identified?
What is communicated to your workforce? By whom and how? 
What are the different audiences to communicate to? 
How does the message change as the audience changes?
What is communicated to external partners and stakeholders? By whom and how?
What gaps or challenges are you facing in moving to devolution?
Are there any mission requirements that cannot be performed at the devolution site? 
If so, why? 
What are they? Personnel, facilities, equipment?
Brainstorm potential solutions. 
Brainstorm potential mitigation strategies.
[bookmark: _Toc55894705]Action Items and Takeaways
At the end of the devolution discussion, the facilitator captures major takeaways, actions needed, responsible parties and timeline.
· Major takeaways
· Actions needed
· Person or group responsible for those actions
· Timeline to reconvene or report back
· Next steps.
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[bookmark: _Toc55894706]Module 3: Reconstitution
[bookmark: _Toc55894707]Reconstitution Scenario Update
The reconstitution team stood up shortly after the decision to implement continuity operations.
Planning for an eventual return to normal operations continued throughout the event.
Three months have passed since moving to alternate working conditions. 
Devolution locations have been performing essential functions, with varying levels of success depending on the robustness of the individual organization’s devolution capability.
[Insert specific weather conditions if this is an objective.]
Area utilities have reported that repairs are close to completion and anticipate full power restoration within three days. 
Organization leadership directs implementation of reconstitution plans to begin to shift mission back to primary sites.
[bookmark: _Toc55894708]Key Issues
While the reconstitution team was activated shortly after the initial continuity event, there is now an estimated date for a return to the primary facility. 
The primary facility has been unoccupied with no power for three months. 
The reconstitution team needs to identify and address any issues that would prevent return to the primary facility. 
Communication with all staff about the return to the primary facility needs to be developed and managed. 
[bookmark: _Toc55894709]Discussion Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any critical issues, decisions, requirements or questions to address at this time. 
The following questions are suggested subjects that you may wish to address as the discussion progresses. These questions are not a definitive list of concerns to be addressed, nor is there a requirement to address every question.
Add, tailor or augment suggested questions as appropriate for your organization.
1. Would this scenario cause your organization to activate your reconstitution plan?
What plans and/or policies currently exist to guide your organization’s reconstitution? 
When was it previously updated? 
When was it most recently exercised?
Since then, have there been any significant changes within the organization or to the organization’s mission?
Who is on your reconstitution team (e.g., management, human capital, facilities, records management, IT, security)? 
Should other parts of your organization be represented? 
Who leads the team?
What decisions are needed to implement your reconstitution plan?
Who needs to make them? 
What are the gaps to implementation?
Where will the reconstitution team be based? Alternate site?
How do team members work together during the duration of the event?
If personnel are unable to work at the alternate site or use telework, is the devolution site able to implement reconstitution planning?
Has your mission delivery degraded under current circumstances? 
Are any functions not being performed or not being performed well? 
How is the decision made as to whether to resume all functions when you return to normal operations?
What actions, based on your reconstitution plan, would be taken at this point?
Who would take these actions?
What resources do they need?
What logistics are needed to implement this plan?
How would the primary facility be assessed for return to occupancy (e.g., impact of HVAC system being offline for extended period, air quality)? 
How are other systems confirmed operational? 
What cleaning is necessary prior to return?
Brainstorm additional considerations not addressed in the reconstitution plan.
Who will complete implementing these additional considerations?
What resources are needed to complete them?
What other considerations may impact employees’ return to their primary work locations?
What methods of communication are used?
1. What is your primary method of communication?
Do you have any alternate, contingency or emergency methods of communication?
2. What protocols do you have in place to determine which method is used and when?
Is there a regular testing schedule for these methods?
When was your previous test, and were any issues identified?
What is communicated to your workforce? By whom and how? 
What are the different audiences to communicate to? 
How does the message change as the audience changes?
What is communicated to external partners and stakeholders? By whom and how?
What gaps or challenges are you facing in implementing reconstitution?
Brainstorm potential solutions. 
Brainstorm potential mitigation strategies.
[bookmark: _Toc55894710]Action Items and Takeaways
At the end of the reconstitution discussion, the facilitator captures major takeaways, actions needed, responsible parties and timeline.
· Major takeaways
· Actions needed
· Person or group responsible for those actions
· Timeline to reconvene or report back
· Next steps.
5.5. Summary of Action Items and Takeaways 
At the end of the exercise the facilitator reviews the findings in each of the three discussion themes (Continuity of Operations, Devolution and Reconstitution).   
The facilitator should pull up a display of the input received from each section and ask the group to review and discuss the Action Items and Takeaways identified in each phase. 
The discussions on each of the three key elements of continuity identified the following: 
Major takeaways;
Actions needed; 
Person or group responsible for those actions; 
Timeline to reconvene or report back; and 
Next steps. 
Review any major themes 
Identify any additional actions needed 
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[bookmark: _Toc55894711]Appendix A: Exercise Schedule
[Note: Because this information is updated throughout the exercise planning process, appendices may be developed as standalone documents rather than part of the Situation Manual.]
[Update this exercise schedule to match the schedule identified in the facilitator/evaluator guide.]
	Time
	Activity

	
	[Month Day, Year]

	[00:00]
	[Registration]

	[00:00]
	[Welcome and Opening Remarks]

	[00:00]
	[Module 1: Briefing, Discussion and Summary]

	[00:00]
	[Break]

	[00:00]
	[Module 2: Briefing, Discussion and Summary]

	[00:00]
	[Lunch]

	[00:00]
	[Module 3: Briefing, Discussion and Summary]

	[00:00]
	[Break]

	[00:00]
	[Hotwash]

	[00:00]
	[bookmark: _GoBack][Closing Comments]
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[bookmark: _Toc55894712]Appendix B: Exercise Participants 
[Updated based on expected or invited participants.]
	Participating Organizations

	Federal

	[Participating organization]

	[Participating organization]

	[Participating organization]

	State

	[Participating organization]

	[Participating organization]

	[Participating organization]

	[Jurisdiction A]

	[Participating organization]

	[Participating organization]

	[Participating organization]

	[Jurisdiction B]

	[Participating organization]

	[Participating organization]

	[Participating organization]
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[bookmark: _Toc55894713]Appendix C: Relevant Plans
[Insert excerpts from relevant plans, policies or procedures to evaluate during the exercise.]
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[bookmark: _Toc55894714]Appendix D: Acronyms 
[Once the Situation Manual is complete, update this acronym list to reflect the acronyms used.]
	Acronym
	Term

	DHS
	U.S. Department of Homeland Security

	FCD
	Federal Continuity Directive

	HSEEP
	Homeland Security Exercise and Evaluation Program

	TTX
	Tabletop Exercise 

	[Acronym]
	[Term]

	[Acronym]
	[Term]

	[Acronym]
	[Term]

	[Acronym]
	[Term]

	[Acronym]
	[Term]
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