CourseTitle: Building Design for Homeland Security

Unit VI: Explosive Blast

Unit VI
COURSE TITLE Building Design for Homeland Security
TIME 60 minutes
UNIT TITLE Explosive Blast
OBJECTIVES 1. Explain the basic physicsinvolved during an explosive blast event,

whether by terrorism or technological accident

2. Explain building damage and personnel injury resulting from the
blast effects upon a building

3. Perform aninitia prediction of blast loading and effects based upon
incident pressure

ScoPE The following topics will be covered in this unit:

1. Time-pressure regions of ablast event and how these change with
distance from the blast

2. Difference between incident pressure and reflected pressure

3. Differences between peak pressure and peak impulse and how these
differences affect building components

4. Building damage and personal injuries generated by blast wave
effects

5. Levelsof protection used by the Department of Defense and the
Genera Services Administration

6. The nominal range-to-effect chart [ minimum stand-off in feet versus

weapon yield in pounds of TNT-equivalent] for an identified level of

damage or injury

The benefits of stand-off distance

Approaches to predicting blast loads and effects, including one using

incident pressure

0 N
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Unit VI

REFERENCES 1. FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings, pages 4-1 to 4-20

REQUIREMENTS

Student Manual, Unit VI

whmn

activities
4. UnitVI visuals

Case Study, Hazardville Information Company (HIC), for student

Lo

Attacks Against Buildings (one per student)

Instructor Guide
Student Manual (one per student)

Unit VI visuals
Chart paper, easel, and markers

Sk wWN

UNIT VI OUTLINE

V1. Explosive Blast

1.

2.

Introduction and Unit Overview
Blast Characteristics and Their Interaction with Buildings

Types of Building Damage and Personal Injuries Caused
by Blast Effects

Levels of Protection Used by Federal Agencies

The Nominal Range-to-Effect Chart and Benefits of Stand-
off

Predicting Blast Loads and Effects

Activity: Stand-off Distance and the Effects of Blast

PREPARING TO TEACH THISUNIT

Overhead projector or computer display unit

Time
60 minutes
5 minutes
15 minutes

10 minutes

5 minutes

5 minutes

5 minutes

15 minutes

FEMA 426, Reference Manual to Mitigate Potential Terrorist

Page
IG VI-1
IG VI-4
IG VI-4

IGVI-11

IGVI-15

IGVI-16

IG VI-20

IGVI-24

Tailoring Content to the Local Area: Review the Instructor Notes to identify topics that
should focus on the local area. Plan how you will use the generic content, and prepare for a
locally oriented discussion.

Optional Activity: There are no optional activitiesin this unit.
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Unit VI

Activity: The students will begin have an instructor led exercise to use the range-to-effects
chart, select aLevel of Protection, and use the effects charts to eval uate stand-off distances.
Refer students to their Student Manuals for worksheets and activities.
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CourseTitle: Building Design for Homeland Security
Unit VI: Explosive Blast

INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VI-1

Unit VI
Explosive Blast

& FEMA

VISUAL VI-2

Unit Objectives

Explain the basic physics involved during an axplosive
biast event, whather by temorism or technologica
accidant
Explain building damage and personnel injury resulting
from the blast effects upon a building
Perform an initial prediction of blast loading and effects
based upon moident pressure
B FEMA

VISUAL VI-3

Unit VI: Explosive Blast
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Many of the mitigation options for seismic
and hurricane retrofit such as moment

I ntroduction and Unit Overview

Thisis Unit VI Explosive Blast. Note that we
are covering pages4-1to 4-20in FEMA 426
during this unit.

In the previous units, we determined the
various initial ratings during the assessment
process.

In this unit, we will examine how explosive
blast impacts buildings and people to better
understand the design recommendations
presented in later units.

Unit Objectives
At the end of this unit, you should be able to:

1. Explainthe basic physicsinvolved during
an explosive blast event, whether by
terrorism or technological accident.

2. Explain building damage and personnel
injury resulting from the blast effects upon
abuilding.

3. Performaninitial prediction of blast
loading and effects based upon incident
pressure.

Explosive Blast

There are anumber of similarities between
blast loading and building response with
earthquake or high wind loading and response,
but also significant differences.

Blast loads are high amplitude, low duration
(milliseconds) events that create an air
pressure wave that acts over the entire
building envelope.

Earthquake loads are usually low amplitude,
long duration (seconds) events that are
transferred through the foundation. High
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CourseTitle: Building Design for Homeland Security
Unit VI: Explosive Blast

INSTRUCTOR NOTES

CONTENT/ACTIVITY

connections and elimination of progressive
collapse, laminated glass, and strengthened
architectural elements mitigate many
explosive blast vulnerabilities.

VISUAL VI-4

Blast Loading
Factors

Explosive properties

VISUAL VI-5

Typica Incident Pressure Waveform

Exam Questions#A8 and B6

winds are dynamic and typically affect the
envelope.

Blast loadings decay as a cube root of
distance; therefore, the key concept in blast is:

STAND-OFF ISYOUR BEST DEFENSE,
EVERY FOOT COUNTS!

Blast L oading Factors
Explosive propertiestype - isit ahigh
explosive or low-order explosive?

Isit specifically designed for the purpose
military grade explosive (C4, landmine, etc.)
or acombination of generally available
materials (ANFO, black powder)?

The energy output of explosives can be related
by TNT equivalency. TNT equivalency is
usually considered to be the relative pressure
achieved by the explosive compared to TNT
(trinitrotoluene). Pressure equivalency can
generally range from 0.14 to 1.7.

Asidefrom TNT equivaency, the larger the
guantity of an explosive, the higher the
pressures and the larger the impul se.

Typical Incident Pressure Waveform

The explosive detonation generates a bubble
of air moving at supersonic speed from the
bomb location. About one-third of the
explosive material contributes to the
detonation.

Asit reaches apoint in space, such as a person
or building, the pressure goes rapidly from
atmospheric to peak pressurein very little
time. The pressure at this point decays rapidly
as the supersonic bubble moves on, its
pressure reducing exponentialy as the surface
area of the bubble increases — expending
energy over an ever increasing area. The
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

Thereisalso a TNT equivalency based upon
impulse and that ranges from 0.5 to 1.8. If
the pressure TNT equivalency is above 1.0,
this means the explosive achieves a higher
pressure (pressure equivalency) than TNT. If
the impulse TNT equivalency is above 1.0,
then the explosive has alonger push
(impulse equivalency) than TNT.

Peak pressure rapid millisecond rise
High positive pressure loading drops of f
Negative pressure creates suction on the
structure

VISUAL VI-6

Reflected Pressure/Angle of Incidence

Freh fuckdew Fracemy

.____H‘\ :
\. it
ol '-,_\...

L3 culor
W - Peoladm sl
&

Al o i bdrmn, Deprees

%% FEMA

pressure also drops off due to the completion
of the chemical reaction of the explosive
mixture (burning of the remaining two-thirds
of the material). If the explosion occurs within
a confined space, the gases generated by the
burning of the explosive are contained and
keep the pressure elevated over alonger
period of time. [Indicate alonger tail off of the
positive phase to illustrate the confined space
variation.] Design istypically based on
positive pressures.

The negative phase of the blast wave isthe
ambient air rushing in behind the blast wave to
return to a stable pressure. While the negative
phase has much less energy than the positive
phase, it can hit the structure at the most
inopportune moment in its vibration, resulting
in unexpected consequences — increased
damage or having windows blow OUT of the
building rather than into it. Design is based on
positive pressure.

Reflected Pressure versus Angle of Incident

When the blast wave strikes an immovable
surface the wave reflects off the surface
resulting in an increase in pressure. This
reflected pressure actually causes the damage
to the building. A very high reflected pressure
may punch aholein awall or cause a column
to fail, while alow reflected pressure will try
to push over the whole building.

The worst case is when the direction of travel
for the blast wave is perpendicular to the
surface of the structure and the incident
pressureis very high. The Coefficient of
Reflection can be from 12 to 13 for high
incident pressuresin this case.

By keeping the incident pressure low (by
limiting the size of the explosive, maintaining
alarge distance between the explosive and the
building, or both) the reflected pressure can be
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INSTRUCTOR NOTES CONTENT/ACTIVITY

kept low. Keeping the Coefficient of
Reflection below 2.5 by keeping the peak
incident pressure below 5 psi (pounds per
square inch) isadesirable goal.

VISUAL VI-7 I ncident and Reflected Pressure

Incident and Reflected Pressure

Biast energy lost at rate of wolume increase in X, ¥, and Z
direction

When the incident pressure wave impinges on
astructure that is not parallel to the direction
of the wave' stravel, it isreflected and
reinforced. The reflected pressureis aways
greater than the incident pressure at the same
distance from the explosion, and varies with
theincident angle.

& FEMA

VISUAL VI-8 Typical Blast Impulse Waveform

Typica Blast Impulse Waveform Another consideration is the impulse of the

e blast wave, which isthe integration of the
o peak incident pressure (both positive phase
and negative phase) at the point in question
over time,

. y ~ A general rule of thumb is that brittle

= S materials respond to peak incident pressure
and are less affected by impulse. Ductile
materials, on the other hand, respond more to
impulse (the total push) rather than peak
incident pressure (the maximum hit).
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VISUAL VI-9

Blast Loading Factors

Blast L oading Factors

L ocation Relative to Structure: Stand-off
distance is your best friend. The larger the
distance between the explosive and the
structure, the lower the incident pressure and
the lower the resultant reflective pressure. We
will investigate thisin more detail |ater.

Aswe have already seen, the reflection angle
at which the blast wave strikes the structure
also affects the value of reflected pressure.
The ground is also areflection surface to
consider. If the bomb is placed close to the
ground, the ground reflection adds a small
amount of incident pressure to the situation. If
the bomb is elevated (a more difficult task),
the ground reflection can become significant,
but the reflection off the building surface
diminishes.

| dentifying the worst case situation begins by
finding the closest approach (stand-off
distance) between the explosive and the
building and then considering the angle of
reflection. Or put another way -- place the
explosive directly perpendicular to the largest
face of the building, with the explosive
centered upon the building’ s face as close as
you can get. That is normally the worst case
situation.
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VISUAL VI-10

Blast Compared to Natural Hazards

Higher incident pressures and relatively low impulse

* High exploaive (C-4)

e Low-order explosive
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VISUAL VI-11

Blast Compared to Natural Hazards

Direct airblast causes more
localized damage

= Component breakage

Graater mass historically used
for blast protection

s Greater mass usually detrimenta
i ng earthguake due o rescnanca

2 FEMA

Blast Compared to Natural Hazards (1)

Compared to other hazar ds (earthquake,
winds, and floods), high order explosive attack
has unique variances:

Compared to wind, explosive blast
pressure is much higher, but al'so of much
shorter duration and, thus, lower impulse.
High explosives generate high pressures
but the impulse lasts for arelatively short
duration (in the range of milliseconds).
Low-order explosives generate less
pressure, but the impulse lasts longer than
high explosive (in the range of
milliseconds).

Wind has avery low incident pressure, but
pushes for avery long time (in the range
of seconds or longer).

A nuclear blast or millions of pounds of
high explosives would generate high
pressures AND long duration impul se.

Blast Compared to Natural Hazards (2)

Explosive blast tends to cause localized
damage compared to other hazards that may
destroy the whole building.

The first building surface struck will get
the greatest pressures, and expect it to
receive the greatest damage. The blast
may break a building component by
punching through it (window or wall) or
shearing it (column).

The other side of the building, duetoits
greater distance from the explosion, will
see lower pressures, unless there are
nearby buildings that will reflect the blast
wave back to the building in question.
Reflections can increase damage to the
building, but are hard to quantify.
Greater mass has usually been the design
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VISUAL VI-12

Factors Contributing to Building
Damage

o FEMA

of choice to protect against explosive
blast. Theinertia of the mass slowsthe
structural reactions to the point that the
impulse is over before the building tends
to move.

Conversely, additional massisusually
undesirable during an earthquake due to
the long duration, low frequency forces
that can get the mass moving. Earthquake
design usually concentrates on lighter
structures with great ductility and
additional reinforcement at weak points.

Factors Contributing to Building Damage

Certain prediction of damage to buildings and
people during an explosive event is beyond
the scope of the reference manual. There are
too many variables that would have to be
considered and modeling would take many
months for analysis by supercomputer. Thus,
asin standard building design, we use
approaches with safety factors that provide
adequate first approximations to estimate
response based upon the:

The amount of explosive usually
expressed as TNT equivalent weight.

The stand-off distance between the
explosive and the building or person.
Assumptions about building characteristics
— the exterior envelope construction (walls
and windows) and the framing or load-
bearing system used.

The building characteristics provide
insight into weaknesses and allow general
predictions about how the building will
respond.
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VISUAL VI-13

Types of Building Damage

Direct Alr Blast

Collapse

& FEMA

Exam Questions #A9 and B10

VISUAL VI-14

Blast Pressure Effects

i
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Types of Building Damage

The air blast, especially from explosions
close to the building, results in component
failure of walls, windows, columns, and
beamg/girders.

The pressures experienced by the building
can far exceed the building’ s original
design and can occur in directions that
were not part of the original design.

Once the exterior envelope is breached,
the blast wave causes additional structural
and non-structural damage inside the
building.

Collapse, which is covered in more detail
in Chapter 3 of FEMA 426, isaprimary
cause of death and injury in an explosive
blast.

Localized collapse may have aload-
bearing wall, or portion thereof, on one
side of the building fall to the ground or a
single column fails and the surrounding
floorsfall withit.

Progressive collapse is more disastrous as
asingle component failure, likeawall or
column, resultsin the failure of more walls
and columns so that more of the building
fallsto the ground than what the explosive
initially affected.

Blast Pressur e Effects
Framel

Theair blast strikes the exterior wall, the
weakest component will fail first —usually
the windows, which saves the walls and
columns, but causes much non-structural
damage inside the building.

Note that unreinforced masonry walls can
be weaker than windows.

If the explosive is close enough, the walls
can fail and one or more columns can fail
in addition to the windows.

Based upon the reflection angle, one can
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VISUAL VI-15

Blast Pressure Effects

¥ FEMA

VISUAL VI-16

Blast Pressure Effects
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expect the lowest or lower floors (1 to 3)
to receive the greatest damage.

If the blast wave strikes the whole surface
of the exposed side simultaneoudly, thisis
called alaminar situation, and breaching
(puncture) of walls and failure of columns
islesslikely.

Blast Pressure Effects
Frame?2

Once the blast wave enters the building, it
istrapped and more air enters the building,
further increasing the pressure. Structural
components like flooring and shear walls
now are moving in directions for which
they were not designed.

Floor failure can result in three effects: 1)
the raining down of concrete chunks
causing injury and possibly death; 2) the
whole floor gives way and pancakes
downward with obviously more serious
consequences; or 3) if flat dlab
construction was used (the floors act as the
beams in the framing system), the floors
can disconnect from the columns.

Blast Pressure Effects
Frame3

The blast wave continues to engulf the
building. Any building component that
traps the blast wave, like an overhanging
roof, can expect increased damage, based
upon how it is constructed and attached.
The roof and sides parallel to the blast
wave movement will see incident pressure
only, which should result in little or no
damage.

Once the blast wave has passed the
building, the far side (opposite the side
first experiencing the blast wave) will see
increased pressure as a slight vacuum
forms and the ambient air rushes back in to
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VISUAL VI-17

Causes of Blast Injuries (1)
Overpressure

= Eardrum rupture
= Lung collapse/failure

Blast Wave

= Blunt trauma, lacerations, and impalement

¥ FEMA

VISUAL VI-18

Causes of Blast Injuries (2)

Fragmentation

Bomb or vehicle

Street furniture or jersey barriers
Building component failure

= Glass — predominant
= Walls
= Floors

¥ FEMA

Exam Questions #A10 and B9

achieve equilibrium. Reflections of the
blast wave off other buildings behind this
one can also increase the pressure
impinging the far side.

Causes of Blast Injuries(1)

Injuries and casualties occur in three ways
during explosive blast — by overpressure,
by the motion of the blast wave, and by
fragmentation generated by the blast wave.
The overpressure causes eardrum rupture,
which isnormally not lethal.
Overpressure can aso overdrive the lungs
causing injury or death. The relationship
between pressure and impulseis very
evident in lung response. An incident
pressure of 102 psi for 3 millisecondsis
the threshold of lethality asis an incident
pressure of 23 psi for 18.5 milliseconds.
Blunt trauma, lacerations, and impal ement
injuries occur when the blast wave picks
up the person and throws them against a
surface or object (tranglation), or glass and
wall fragments cause lacerations or blunt
traumaon impact. Inrelative distance
terms, death by translation occurs at a
greater distance for the same bomb size
than death by lung overpressure.

Causes of Blast Injuries(2)

Fragmentation from any source can result
in blunt trauma, impact, and penetration,
or laceration injuries.

The fragments can come from around the
bomb or parts of the vehicle.

They can be picked up either intact or
damaged by the blast wave asiit travels
along — street furniture or jersey barriers.
Building component failure also causes
material fragments with sufficient velocity
toinjureor kill. Note that upward of 80
percent of al injuries from explosive blast
can be attributed to broken glass. The
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VISUAL VI-19

Murrah Federal Building, Oklahoma City

VISUAL VI-20

Murrah Federal Building, Oklahoma City

Thei miagorkty of
chaaths winn disd ro

2 FEMA

most effective way to reduceinjuries
during explosive blast is harden the glass
and window frame system and/or reduce
the amount of glass.

Murrah Federal Building (1)

The Murrah Federa Building istypical of
many commercia propertiesin the current
inventory. The bomb was designed as a shape
charge and detonated in the drop-off area,
destroying two primary columns and causing
the spandrel beam to rotate. The floors above
failed in progressive collapse and the blast
wave penetrated deeply into the interior.

Murrah Federal Building (2)

The majority of deaths were caused by the
collapsing structure.
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VISUAL VI-21

Murrah Federal Building, Oklahoma City
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VISUAL VI-22

Levels of Protection (1)

CONVENTIONAL CONSTRUCTION INCIDENT OVERPRESSURE

Level Potential Potential Door and Potential
of Protection Structural Damage Glazing Hazards Injury
d. Frame | Doors iland | Majo sonnel
result in lethal GSA5 | suffer
left

Below AT
standards

Very Low

psi=35

Ty Unitvi-22

Murrah Federal Building (3)

The collateral damage zone extended out
severa thousand feet with extensive glass and
debrisinjuries.

Levelsof Protection (1)

The Department of Defense (DoD) and the
Genera Services Administration (GSA)
call out similar levels of protection that
relate building damage and potential
injury. Thisdlide and the next summarize
these perspectives.

This dlide represents the conventional
construction found in most buildings and
correlates an estimate of the incident
pressure required to cause that damage and
injury.

Note the relatively low values for incident
pressure for each level of protection.
Included also is a cross correlation to the
GSA glazing (installed glass) criteria,
which will be further defined in Unit 1X.
The Low Level of Protection can be
interpreted as the threshold of lethality and
isadesirable minimum design goal to
achieve. If therisk, such as the likelihood,
of experiencing an explosive blast is high,
consideration for use of a higher level of
protection would be in order.
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VISUAL VI-23

Levels of Protection (2)

CCONVENTIONAL CONSTRUCTION

Level Potential Potential Door and Potential
of Protection Structural Damage ing Hazards Injury
D: i — repairablt Gl e it will min ies, but
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Medium Some
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Exam Questions #A11 and B11

VISUAL VI-24

Nominal Range-to-Effect Chart
= J?&

Minimum Stand-off (1)

1,000
Weapon Yield 1bs-TNT)

FEMA

Direct students’ attention to Figure 4-5 on
page 4-11 of FEMA 426

Levels of Protection (2)

When greater protection resulting in less
damage and injury is desired, this slide
indicates that the pressures must be kept
low for conventional construction.
Alternately, the building must be hardened
to achieve these lower levels of damage
and resultant injury. This is especially
necessary when the incident pressure is
higher due to the design threat explosive
quantity being at a closer stand-off
distance than conventional construction
can handle.

The building owner selects the Level of
Protection, which in turn determines the stand-
off distance required.

Nominal Range-to-Effect Chart

The Nominal Range-to-Effect Chart is a
handy way to represent the stand-off
distance at which a given bomb size
produces a given effect.

If you are below the curve for the given
effect, that effect has the potential to
occur. The further below the curve, the
more likely it will happen and the greater
the expected damage.

Conversely, an intersection point between
range or stand-off distance and weapon
yield or bomb size in TNT equivalent
weight that is above the curve for the
given effect indicates that there is a good
chance that that effect will not occur.
However, many variables can alter these
curves, such as reflections, such that a
point above the curve could result in
damage occurring.

The chart also concentrates upon the two
prominent concerns during explosive blast
— glass injury and progressive building
collapse. In most, but not all cases, the
glass is the weakest component of the
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glassisthe weakest component of the
building envelope. Conversely, the
columns, whether concrete or steel, are
usually the strongest components of the
building envelope. [A workable rule of
thumb is that steel columns require about
twice the stand-off distance compared to
concrete columns for the same weapon
yield.]

Ask what the threshold of concrete column
failure stand-off distanceis for a 300-
pound bomb?

ANSWER: Approximately 25 feet.

VISUAL VI-25 Comparison of Stand-off

Comparison of Stand-off

The Murrah Federal Building and Khobar
Towers blasts vividly illustrate the response of
abuilding to ablast event.

The Murrah Federal Building had less than 20
feet of stand-off and was not designed to

h‘.lla-’l Federdl Biiildhmng . "Eh‘-'h*'j T'-'""r"-"ﬂ - prevmt prOgl' ve COl |ap%
Khobar Towers was designed using British
& FEMA 9 9

code to prevent progressive collapse and had
approximately 80 feet of stand-off distance.

Notice the size of the weapons. The Murrah
Federal Building was unsalvageable and
demolished, while Khobar Towers only lost
the front fagade and was quickly restored and
placed back into service.
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VISUAL VI-26

Vulnerability Radn

& FEMA

VISUAL VI-27

| so-Damage Contours
T

Stand-off required to
prevent lethal glass
injury

Stand-off required to
prevent lethal wall
damage

Stand-off required to
prevent collapse

Vulnerability Radii

Graphically portraying the information
from the Nominal Range-to-Effect Chart
can be done in two ways. As shown in
Figures4-6 and 4-7 in FEMA 426 (page
4-12), vulnerability radii show how far a
given type of damage will extend from a
bomb location for a given weapon yield.
The rings indicate where that level of
damage starts and whatever isinside the
ring will experience that damage. The
expected damage increases as you move
from the ring to the explosion. Hardening
and other mitigation measures can be
compared using this representation (for
example, existing glass, glass with
fragment-retention film installed, or
upgraded glass).

This representation works well when
showing the effects of different bomb
locations and the extent of the building
affected by abomb at a given location.

| so-Damage Contours

Alternately, the nominal range-to-effect
information can be graphically represented
as iso-damage contours. For a given
weapon yield against a building of known
construction, the contour indicates how far
the bomb or vehicle must be kept away to
prevent the damage indicated in this dlide.

The intent here is to focus on the required
stand-off distance to prevent or reduce the
weapon effect portrayed by the contour.
Thus, to prevent structural collapse,
vehicle parking should be eliminated or
tightly restricted inside the black contour.
Likewise, to prevent lethal glassinjury, the
vehicle parking should be outside the red
contour.
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VISUAL VI-28

Cost Versus Stand-off
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Cost versus Stand-off

Asin any design for new construction or
renovation, there are trade-offs that must
be considered. While increasing the
distance between the closest approaches of
avehicle bomb to the building is highly
desirable, it is not without a cost.

The increased distance means more land is
needed, which may require considerable
time and expense to acquire. The increased
land also means alarger perimeter
boundary that then requires more
perimeter fencing, landscaping, vehicle
barriers, lighting, closed-circuit television,
etc. Thus, while the increased stand-off
allows aless expensive building to be
constructed, there are other costs that must
be considered in the overall project.
Where stand-off distance cannot be
increased, building hardening is usually
necessary to achieve the same level of
protection against the Design Basis Threat
weapon yield. As the stand-off distance
decreases, the cost of hardening
significantly increases because the
building must now withstand damage that
it would not experience at higher stand-
off.

Consider progressive collapse. At large
stand-off distance, the design of the
building framing and columns should meet
basic design to prevent progressive
collapse. Thiswould be for the loss of one
column, for example. At smaller stand-off
distances, the columns may require
additional hardening to prevent the failure
of more than one column during an
explosive blast event.
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VISUAL VI-29

Blast Load Predictions

Incident and reflected pressure and impulse

VISUAL VI-30

Pressure
VErsus
Distance
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Figure 4-10: Incident Overpressure Measul
as a Functio

¥ FEMA

Direct students’ attention to Figure 4-10,
page 4-17 of FEM A 426

Blast Load Predictions

The first step in designing a building for
explosive blast is to understand the
pressures and impul ses the building may
experience during the potential blast event.
If reflections are a concern, then high-level
software, such as Computational Fluid
Dynamics, may bein order. Asafirst
effort, smpler software, such as
ATBLAST and CONWEP, can givea
prediction of incident blast loading values
and a prediction for reflected pressure and
impulse using simplifying assumptions.
Pressure versus distance (Figure 4-10in
FEMA 426, page 4-17) is another method
for predicting the incident pressure as
shown in the next slide.

Pressure versus Distance

Figure 4-10 breaks the blast |oad estimate
into the essential elements of weapon yield
or explosive weight in TNT equivalent on
the x-axis and stand-off distance on the y-
axisto give an incident pressure value that
abuilding can experience.

Note that the x-axisislogarithmic and the
y-axisislinear. If both axes were
logarithmic as used on the range-to-effect
chart presented earlier, the curves of this
chart would be straight lines. In other
words, on alog-log scale of explosive
weight and stand-off distance, a straight
line indicates a pressure relationship (not
impulse).

Ask what stand-off distanceis required for
a 300-pound bomb to keep the incident
pressure at 1.0 psi or lower.

ANSWER: Approximately 250 feet.

IGVI-20



CourseTitle: Building Design for Homeland Security
Unit VI: Explosive Blast

INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VI-31

Blast Damage Estimates (1)

Assumptions - pressure and material

= Software - SDOF
= AT Planner (U.S. Army)
= BEEM (TSWG)
= BlastFX (FAA)

= Software - FEM

= Tables and charts of predetermined values

¥ FEMA

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VI-31

VISUAL VI-32

Blast Damage Estimates (2)

Incident

1 Air’ Kinney and Grahm, 1985 Level of Protection Pressure (psi)

d Personnel Injury from Explosive Blast”

ama
Montgomery and Ward, 1993; and “The Effects of Nuclear Weapons,
3rd Edition”, Glasstone and Dolan, 1977

¥ FEMA

CURITY  Unit VI-32

Direct students' attention to Table 4-3, page

4-19 of FEMA 426

Blast Damage Estimates (1)

Whereas normal design usually uses
constant loading and linear response, blast
loading is very dynamic, as you have seen,
and damage of building components enters
its nonlinear material range prior to
failure.

Conversely, higher level modeling may
result in reduced construction costs due to
a better understanding of how the building
components will respond during a blast for
the given site, layout, and building design
parameters sel ected.

Blast Damage Estimates (2)

In the dide to the left, you see Damage
Approximations for different types of
damage and a range of incident pressures
at which this damage is expected to occur.
Note that, logically, higher pressure results
in greater damage and the range of

incident pressure indicates the construction
variation that may be found.
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CONTENT/ACTIVITY

VISUAL VI-33

S nimary

m
-3
il

VISUAL VI-34

Unit VI Case Study Activity

Explosives Environment, Stand-off Distance and the
Effects of Blast

Background

rpose af actvity: check o

Requirements

Refer o FEMA 426 and answer
workshoel quesbons on axplosive blast

& FEMA

Refer participantsto FEMA 426 and the
Unit VI Case Study activity in the Student
Manual.

Members of the instructor staff should be
available to answer questions and assist
groups as needed.

At the end of 15 minutes, reconvene the
class and facilitate group reporting.

Summary

Y ou now have an understanding of the
basic physics involved during an explosive
blast event.

Y ou can now explain building damage and
injury to people resulting from the blast
effects upon a building and injury to

people in the open.

Y ou can perform an initial prediction of
blast loading and effects based upon
incident pressure using a nominal range-
to-effect chart or the incident pressure
charts.

Student Activity

This activity provides a check on learning
about explosive blast.

Activity Requirements

Working in small groups, refer to FEMA 426
and complete the worksheet questions.

After 15 minutes, solutions will be reviewed
in plenary group.
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INSTRUCTOR NOTES CONTENT/ACTIVITY

Transition

Unit VII will cover CBR measures and
introduce the basic science needed to
understand building protection against
chemical, biological, and radiological agents,
and complete the assessment and analysis
units. Unit VI will begin the process of
reviewing the site, layout, and building design
guidance and evaluation of mitigation options.
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Unit VI: Explosive Blast

UNIT VI CASE STUDY ACTIVITY:
STAND-OFF DISTANCE AND THE EFFECTS OF BLAST

The requirementsin this Unit’ s activity are intended to provide a check on learning about
explosive blast.

Requirement

1. Inthe empty cellsin the table below, identify whether the adjacent description defines
incident pressure or reflected pressure.

Definition Typeof Pressure
Characterized by an almost instantaneous rise I ncident pressure
from atmospheric pressure to peak
overpressure.
When it impinges on a structure that is not Reflective Pressure
parallel to the direction of the wave' stravel, the
pressure wave is reflected and reinforced.

2. Refer to Figure4-5in FEMA 426 (page 4-11) to answer the following questions regarding
the explosives environment:

What is the minimum stand-off distance from a 100-pound bomb explosion to eliminate
the danger of glass breakage and severe wounds (without fragment retention film)? 400
feet

What damage will be sustained at 400 feet from a 5,000-pound bomb explosion? Wall
fragment injuries or injuries to personnel in the open

3. Refer to Figure4-10 and Table 4-3 (pages 4-17 and 4-19, respectively) in FEMA 426 to
answer the following questions regarding the explosives environment.

What is the minimum stand-off required to limit the incident pressure to under 0.5 psi for
a 100-pound bomb? Approximately 325 feet

What incident pressure would be expected at 500 feet from a 500-pound bomb and what
is the approximate damage? Approximately 0.75 psi, minor damage to some buildings
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Unit VII: Chemical, Biological, and Radiological (CBR) Measures

COURSE TITLE

UNITTITLE

OBJECTIVES

ScoPE

REFERENCES

REQUIREMENTS

Unit VI

Building Design for Homeland Security

TIME 60 minutes

Chemical, Biological, and Radiological (CBR) Measures

~w

Explain the five possible protective actions for a building and its
occupants

Compare filtration and collection mechanisms and applicability to
the particles present in chemical, biological, and radiological agents
Explain the key issues with CBR detection

Identify the indications of CBR contamination

The following topics will be covered in this unit:

1

El A

Five protective actions for a building and its occupants. evacuation;
sheltering in place; personal protective equipment; air filtration and
pressurization; and exhausting and purging

Air filtration and cleaning principles and its application

CBR detection technology currently available

Indications of CBR contamination that do not use technology

The following sources will provide information used in this Unit:

1

agrwd

FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings, pages 5-1 to 5-36

Appendix C, Chemical, Biological, and Radiological Glossary
Student Manual, Unit VII

Case Study — Hazardville Information Company

Unit VII visuas

=

SOk wd

FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings (one per student)

Instructor Guide

Student Manual (one per student)

Overhead projector or computer display unit

Unit VII visuals

Chart paper, easel, and markers

IGVII-1



Unit VII

UNIT VIl OUTLINE Time Pege
VIl. CBR Measures 60 minutes IGVII-4
1. Protective Actions for Buildings and Occupants 15 minutes IGVII-4
2. CBR Detection and Technology 15 minutes IGVII-16
3. Air Filtration and Cleaning Principles and Technology 20 minutes IG VII-23
4. Activity: CBR Considerations 10 minutes IGVII-32
WRITTEN EXAM 1 hour
Exam 30 minutes
Feedback 30 minutes

PREPARING TO TEACH THISUNIT

Tailoring Content to the Local Area: Review the Instructor Notes to identify topics that
may focus on the local area. Plan how you will use the generic content, and prepare for a
locally oriented discussion.

Aswith Unit VI, the Instructor for this unit will present the characteristics of CBR agents and
how a building can be operated or built to reduce the effects of these agents. The principles
of air filtration and cleaning and how to apply this equipment are issues to cover in building
design. Similarly, the current technology for detecting CBR agents is another building design
and operation issue. Finally, the Instructor covers non-technology indications of CBR
contamination.

Optional Activity: There are no optional activitiesin this unit.
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CourseTitle: Building Design for Homeland Security

Unit VII: Chemical, Biological, and Radiological (CBR) Measures

INSTRUCTOR NOTES CONTENT/ACTIVITY
VISUAL VII-1 Introduction and Unit Overview
BUILDING DESIGN FOR HOMELAND SECURITY Thisis Unit VII CBR Measures. In this Unit,
CBR protective measures and actions to
U Ni tVII safeguard the occupants of a building from

: : . CBR threats are presented. The Unit is based
Chemical, Biological, and | 1agely on CDC/NIOSH and DoD guidance.

Radiological (CBR)

Measures
%) FEMA
VISUAL VII-2 Unit Objectives
Unit Objectives At the end of this Unit, the participant
Explain the five possible protective actions for a building ShOUId be able to:
and its occupants.
Compare filtration and collection mechanisms and 1. Explal n the five pOSSI ble protective
ikl b prls s ncherica actions for abuilding and ts occupants,

Explain the key issues with CBR detection.

2. Compare filtration and collection
mechanisms and applicability to the
particles present in chemical, biological,
and radiological agents.

Identify the indicators of CBR contamination.

ﬁ FEM'& ECURITY  UnitVIl-2

3. Explain the key issueswith CBR
detection.

4. Identify theindications of CBR
contamination.
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Unit VII: Chemical, Biological, and Radiological (CBR) Measures

INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-3

Unit VII: CBR Measures

Units |-V discussed Assessments — Risk.

Units VI and VII explain Blast and CBR Weapons and
effects.

Units VIl and IX demonstrate techniques for site layout
and building design to counter or mitigate manmade
threats.

o FEMA

ECURITY  UnitVII-3

VISUAL VII-4

CBR Measures. An Overview

FEMA 426, Chapter 5 is based on best practices for
safeguarding building occupants from CBR threats. This
module is organized into four sections :

= Protective Actions for Buildings and Occupants

= Air Filtration and Cleaning Principles and
Technology

= CBR Detection and Technology

= Non-Technology CBR Contamination Indications

vy FEMA

ECURITY  UnitVII-4

CBR Measures

This unit is based on guidance from the
CDC/NIOSH and the DoD and presents
protective measures and actions to safeguard
the occupants of a building from CBR
threats. Evacuation, sheltering in place,
personal protective equipment, air filtration
and pressurization, and exhausting and
purging will be discussed, aswell as CBR
detection. Additionally, CBR design
mitigation measures are discussed in
Chapter 3 of FEMA 426 and Appendix C of
FEMA 426 contains a glossary of CBR
terms and a summary of CBR agent
characteristics.

Recent terrorist events have increased
interest in the vulnerability of buildings to
CBR threats. Of particular concern are
building HVAC systems, because they can
become an entry point and distribution
system for airborne hazardous contaminants.
Even without special protective systems,
buildings can provide protection in varying
degrees against airborne hazards that
originate outdoors.

CBR Measures: FEMA 426 Chapter 5
Overview

This Unit draws on the latest research from
CDC/NIOSH to present the best practices
for detecting CBR agents, and safeguarding
building occupants from the effects of CBR
contamination. The FEMA 426 chapter on
CBR provides an overview on CBR
Detection and Current Technology; and
Indicators of CBR Contamination,
Evacuation, Sheltering in Place, Air
Filtration and Pressurization, and
Exhausting and Purging.
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-5

CBR Terrorist Incidents Since 1970
=

- May 1995 | | April 1997
- Plague U235
1972 1984 S

June 1994 February 1097
Chionne | [March 1998
Typhoid Salmonella 7 Dead, - Cesium-137,
200 Injured e
| 200 Injured 500 Evacuated
| | | | I | i
o » w = 0 - @
| 1992 Cyanide June 1996 | [~ 2001
Uranium | | Anthrax
March 1995 Ricin
December 1995
Ricin
November 1995
‘April-June 1995 || Radioactive Cesium

Cyanide, Phosgene,
Pepper Spray

o FEMA

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VII-5

VISUAL VII-6
What isthe CBR Threat?

N2

MATERIAL

POTENTIAL Qer— I
IMPACT Cx’) r
P‘/' “s
L’Q CHEMICAL AGENT
OR TOXIC
INDUSTRIAL

CHEMICAL

PROBABILITY/LIKELIHOOD -

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VII-6

s FEMA
VISUAL VII-7

Why Would Terrorists Use CBR?

= Available and relatively easy to manufacture

= Large amounts not needed in an enclosed space
= Difficult to recognize

= Easily spread over large areas

= Strong psychological impact

= Overwhelms resources

vy FEMA

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VII-7

CBR Terrorist Incidents Since 1970

CBR attacks have been used since ancient
times and, in the past 20 years, over 50
attacks have occurred. CBR attacks require
the right weather, population, and dispersion
to be effective. Recent attacks have had
limited effectiveness or have been
conducted on arelatively small scale. Future
attacks with Weapons of Mass Destruction
could occur on aregional or global scale.

What isthe CBR Threat?

A fundamental question, What isthe CBR
threat today? This slide shows the
relationship between the probability or
likelihood of threats, and their potential
impacts.

Why Would Terrorists Use CBR?

Available and relatively easy to
manufacture

Large amounts not needed in an
enclosed space

Difficult to recognize

Easily spread over large areas
Strong psychological impact
Overwhelms resources

IGVII-5
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-8

CBR Sources

* Laboratory/commercial
* Industrial facilities

« Foreign military sources
.

At least 25 countries possess
chemical agents or weapons

= 10 countries are suspected to
possess biological agents or
weapons

» Medical/university research facilities
* Nuclear facilities
* Home production

o FEMA

BUILDING DESIGN FOR HOMELAND SECURITY  Unit VII-8

VISUAL VII-9

Limitations of CBR Materials

« Effective dissemination is difficult.

» Delayed effects can detract from impact.
 Counterproductive to terrorists’ support.
« Potentially hazardous to the terrorist.

» Development and use require skill.

o FEMA

BUILDING DESIGN FOR HOMELAND SECURITY

CBR Sources

There are many potential sources of
chemical and biological agents, including
laboratory and commercial production, and
home production in those cases involving
low concentrations, and impure and
inexpensive materials. Other sources
include:

Industrial facilities

Foreign military sources
Medical/university research facilities
Nuclear facilities

The next series of dideswill examinein
more detail the properties of chemical and
biological agents, with implicationsfor
building design.

Limitations of CBR Materials

Effective dissemination is difficult.
Delayed effects can detract from impact.
Counterproductive to terrorists' support.
Potentially hazardous to the terrorist.
Development and use require skill.
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-10

Chemical Agents:
Characteristics and Behavior

* Generally liquid (when containerized)

* Normally disseminated as aerosol or gas

* Present both a respiratory and skin contact hazard
* May be detectable by the senses (especially smell)

« Influenced by weather conditions

o FEMA

VISUAL VII-11

Classes of Chemical Agents

l Chemical Warfare Agents l

and

I Riot Control I

Industrial Chemicals Warfare Agents e
Choking Blood Blister Nerve

Agents Agents Agents Agents

~

oy FEMA

Chemical Agents. Characteristics and
Behavior

Classes of Chemical Agents

Chemical agents are classified as either
lethal or incapacitating and “riot control,”
according to their intended use. For the
purposes of this presentation, the emphasis
has been placed on lethal agentsasa
consequence of their greater capacity for
terrorist mischief.

L ethal: These have been subdivided into
two categories. industrial materials used
or considered as chemical warfare
agents, and chemical warfare agents,
which have little or no other purpose
beyond their intended use as weapons of
mass destruction on the battlefield.
Incapacitating and Riot Control:
Incapacitating and riot control agents are
not considered as primary terrorist
threats, due primarily to their relatively
short duration of effects and minimal
toxicity. Therefore, they are not
discussed in detail in this unit.
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-12

Industrial Chemicals

Choking Ageris
ChilaringiPhosgens

Blood Agents
Hydresgen Cyanidal
Cyanesgin Chiaride

VISUAL VII-13

Comparative Toxicity

LES

Garin

Muwtard
Paraiion
Hydrogan Cyaride
Phesging

Chicrne

% FEMA

Note: At this point, reinforce the following

point ...as we collectively examine and identify

opportunities to improve building safety from
CBR, it isimportant to understand the
characteristics of CBR, and their potential
consequences for the public, and first
responders.... detailed information on the
properties of these agents can be found in
Appendix C of FEMA 426.

Industrial Chemicals

This chart lists four industrial chemicals that
were previously used as chemical warfare
agents. These chemicals are used in the
sanitation industry, the plastics industry, and
the pesticide industry. All of these agents are
generaly respiratory agents and can be
protected against by effective respiratory
protection (i.e., self-contained breathing
apparatus (SCBA)), athough skin contact
with concentrated material may cause
chemical burns. They are all exceedingly
volatile and dissipate rapidly outdoors.

Comparative Toxicity

Thisisagraphical comparison of the
approximate lethalities of some chemical
agents. They are based relative to Chlorine
in terms of respiratory toxicity. If we use
Chlorine as a baseline (1.0 on the graph):

Phosgene (CG) is about 6 times more
toxic

Hydrogen Cyanide (AC) is about 7 times
more toxic

Parathion, an insecticide ingredient, is
about 12 times more toxic

Mustard (H) is about 13 times more
toxic

Sarin (GB) is about 200 times more
toxic

V X is about 600 times more toxic

For skin toxicity, less than a pinhead of
mustard agent is required to achieve a small
blister. Lessthan apinhead of VX can be
lethal.
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-14

How Much Sarin Does it Take?

Jamed Stadiem 107 kg (26 gals)
Mavie Theater . 1.2 kg {5 cups)
Auditarium 52 g {14 cup
Conference Room 33 g {1 shot glass)

(50-100 saating)

LD, amounis for one minute
exposure to sarin liguid

% FEMA

Exam Questions#A 15 and B15

VISUAL VII-15

Chemical Agents Key Points

» Chemical agents are supertoxic

* Relative toxicity: industrial chemicals < mustard < nerve
» Normal states are as a liquid or a vapor

* Inhalation hazard is of greatest concern

vy FEMA

How Much Sarin Doesit Take?

We have al heard of Sarin, among the most
lethal of chemical agents. It is both odorless
and colorlessin pure form.

These numbers are the Lethal Doses 50
(LD50) amounts for 1 minute of exposure to
Sarin liquid. This means that in a 60-second
period, it would take approximately 26
gallons of Sarin to kill 50 percent of the
people in adomed stadium, 5 cups of Sarin
to kill 50 percent of the peoplein amovie
theater, only about 1/4 cup of Sarin to kill 50
percent of the people in an auditorium, and
the equivalent of a shot glass to kill 50
percent of the people in a’50-100 person
conference room.

Chemical AgentsKey Points

Chemical agents are supertoxic: These
agents were deliberately developed to
cause injury or death to individuals.
Relative toxicity: industrial chemicals <
mustard < nerve: In terms of relative
toxicity, the same amount of an
industrial chemical islesstoxic than a
blister agent, and both are less toxic than
anerve agent.

Normal states are asaliquid or avapor:
These agents are either aliquid or a
vapor in their normal state.

Inhalation hazard is of greatest concern:
Nerve and blister agents pose both a skin
and inhalation hazard. Theinhalation
hazard is of greater concern.
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INSTRUCTOR NOTES CONTENT/ACTIVITY
VISUAL VII-16 Biological Warfare Agents
Biological Warfare Agents Emphasize differences between chemical

ECURITY  Unit VII-16

and biological agents:

Delayed effects. The biggest difference
istime. Unlike chemical agents, most of
which have an immediate effect, most
biological agents have a delayed effect
ranging from several hours to days, and
in some cases, weeks. In the event of a
biological incident, there may be no
casualties and nothing significant
initialy.

Toxicity: By weight, biological agents
are generally more toxic than chemical
agents. For example, Ricinis6to 9
times more toxic than Sarin, and
Botulinum, another toxin, is 15,000 to
30,000 times more toxic than Sarin.
Human detection: Biological agents
are undetectabl e by the human senses.

VISUAL VII-17 Classes of Biological Agents

Classes of Biological Agents

Bacteria

Viruses

Toxins

< .

FEMA 426 - Appendix C contains a CBR glossary and
characteristics of biological agents

% FEMA I
Note: Aswelook at biologica agents, you will see
some smilarities with what we discussed earlier
with chemical agents, but you will aso note some
sgnificant differences. Selected bacterid, vird,
and toxin agents, their characteristics, and
treatment are of particular concern when preparing
for biological terrorism.

Both bacteria and viruses are living
organisms and, as such, require an
environment in which to live and
reproduce.

They can enter the body through
inhalation or ingestion, through a break
in the skin, or through other body
openings or orifices.

Once the organisms invade the body,
they begin to grow and reproduce. They
can aso produce toxins which may
poison the body.

T oxins are poi sonous substances
produced as a byproduct of pathogens or
plants and even some animals.
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VI1-18
Bacteria
I bt Pariod I ul F 1 s e
Cantagiow
s, and
Gympbamn
Pristaetin
Treatrme
% FEMA
VISUAL VI1-19
Viruses
Smallpox Viral Hemorrhagic
Favers
Contagiouws
Sigrs: and
Sympboms
Protaction
Treatrmand
% FEMA

Bacteria

Anthrax and plague are two exampl es of
diseases caused by bacteria. This chart
highlights the important characteristics of
each, including:

Incubation period

Whether they are contagious
Signs and symptoms
Protection

Treatment

Again, abasic understanding of these
characteristics will be valuable in
developing an appropriate and effective
protective action strategy for your
facility.

Viruses

Two viruses are highlighted: Smallpox and
Viral Hemorrhagic Fevers. Both are
contagious, and protective actions include
the use of standard and airborne and contact
precautions.
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

Toxins
Neurotoxin Cytotoxin
(Botulinum) (Ricin)
Onset of Symptoms 1to 3 days 4-8 hours after ingestion
12-24 hours after inhalation
Contagious NO NO

Signs and Weakness, dizziness, dry Chills, high fever, headache,
Symptoms mouth and throat, blurred spitting up blood, shortness
vision, paralysis of breath

Protection Standard Precautions Standard Precautions

Treatment Supportive care Supportive oxygenation
antitoxins, and vaccines and hydration

Note:

o FEMA e

Y UnitVil-20

VISUAL VII-21

Biological Agents Key Points

I reatment

% FEMA

Exam Questions#A 14 and B13

Biological weapons are considered the

emerging mass weapon of destruction of choice
for terrorists because many agents can be made

with standard commercial |aboratory or
brewing equipment.

Toxins

Finally, there are numerous naturally-
occurring toxins. For our purposes, we will
group them into two categories:

Neur otoxins: Neurotoxins attack the
nervous system. They are fairly fast-
acting and can act in a manner opposite
to that of the nerve agents because they
prevent nerve-to-muscle stimulation.
Cytotoxins: Cytotoxins are cell poisons.
They are dower acting and can have a
variety of symptoms, including
vomiting, diarrhea, rashes, blisters,
jaundice, bleeding, or general tissue
deterioration.

There are numerous other modes of action
of toxins, which are beyond our need to
discuss here.

Biological Agents Key Points

Onset of symptoms. Most biological
agents have an incubation period.
Delayed effects will make identifying a
biological attack more difficult.
Contagious: Only afew biological
agents are contagious:. plague, smallpox,
and viral hemorrhagic fevers (VHF),
such as ebola

Signs and symptoms. Signs and
symptoms of many biological attacks
initially manifest themselves as flu-like;
therefore, it may be difficult to identify
that an attack has occurred.

Protection: Standard precautions will
be adequate protection against most
biological agents

Treatment: Some biological agents can
be treated with antibiotics, vaccines, and
antitoxins; for agents for which there are
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII-22

Nuclear/Radiological Materias

Improvised Nuclear Devices

Nuclear Plants ‘

///‘\\\
.
%%
Radiological Dispersal Device
o7 FEMA oo
VISUAL VII-23

lonizing Radiation
Alpha particles
Beta particles
Gamma rays

Neutrons

There are also non-ionizing types of radiation — fluorescent lights, lasers, and microwaves. In
these examples, the radiation can cause burns, but it does not cause molecular change or
ionization

vy FEMA

Exam Questions#A13 and B12

none of the aforementioned treatments,
supportive care should be administered.

The recent SARS and Avian Flu outbreaks
demonstrate the relative ease by which
naturally-occurring biological agents can
quickly transmutate and spread across the
globe. Theflu strain that caused the Flu
Pandemic of 1918 is still an active strain.

Nuclear/Radiological Materials

Of the three types of threats (chemical,
biological, or nuclear/radiological), a
nuclear weapon explosion is considered the
least likely for terrorist use; however, the
potential existsfor it to happen and even
more potential exists for the use of
radiological materials.

Possible scenarios:

The detonation of an improvised
nuclear device (IND)

Terrorist attack on anuclear plant

Use of aradiological dispersal device
(RDD), or “dirty” bomb - the simple act
of spreading the materials

lonizing Radiation

For our purposes, this radiation can be
classified as:

Alphaparticles
Beta particles
Gammarays
Neutrons

Again, for the purposes of this course, we
are primarily concerned with the hazard, the
detection of the hazard, and protective
actions that we can take.

IGVII-13



CourseTitle: Building Design for Homeland Security

Unit VII: Chemical, Biological, and Radiological (CBR) Measures

INSTRUCTOR NOTES

CONTENT/ACTIVITY

Note: Inits simplest definition, radiation can be
defined as either electromagnetic or particulate
emissions of energy from the disintegration of
the nucleus of an atom. This energy, when
impacting on or passing through material,
including us, can cause some form of reaction.

Radioactive material: Any material that is
giving off some form of ionizing radiation.

VISUAL VII-24

Common Radiation Exposures

Average annual exposure 360 mrem per year Chronic

Chest x-ray 10 to 30 mrem
Flight 0.5 mrem every hour
Smoking 1.5 packs per day 16,000 mrem per year
Mild radiation sickness* 200,000 mrem Acute
Lethal dose* 450,000 mrem
*single acute exposure
3
oy FEMA

Note: Mild radiation sickness (i.e., nausea,
vomiting, and diarrhea) may onset after
receiving awhole body dose of approximately
200,000 mrem in a short amount of time
(generadly lessthan 24 hours). The Lethal Dose
(LD), known as the LD50/60, is asingle, acute,
whole body exposure of around 450,000 mrem.
The LD50/60 is defined when 50 percent of all
people present at an incident receive 450,000
mrem and die after 60 days after receiving no
medical treatment.

lonizing radiation is what causes injury or
death, and also a characteristic by which
nuclear materials can be measured and
identified.

Common Radiation Exposures

This chart reflects naturally-occurring
radiation doses (and doses received during
normal activities) to provide a point of
reference and for comparison. The threshold
for any real consequences begins around
200,000 mrem.

The average annual radiation exposure has
been calculated as:
Naturally occurring 295 mrem

Medical 52 mrem
Consumer products 10 mrem
Other 3 mrem
Total 360 mrem
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Health Hazards in an Incident

» Exposure to radiation source (external)

» Contamination (possible internal and/or external)

vy FEMA

Note: Internal exposure through wounds or
broken skin is also possible. Responders
should take extra precautions when sharp
objects, such as broken glass or jagged metal,
are at the scene.

Exam Questions #A 24 and B25
VISUAL VII-26

Protection from Radiation Exposure

Time
Distance
Shieldin Alpha ==
g Beta - — - _fﬂ "/ﬁ\
Gamma - - | _ﬂ___ "‘
Neutron — _ |- | ==l _ - 0!
paper book lead water
b
oy FEMA

Note: Do not shield neutron producing sources
with lead or dense materials. Neutrons will
produce gamma rays in reactions with the
material. Use wax, water, or plastic.

Health Hazards

The two radiation concerns at an incident
are exposure and contamination by
radioactive material. External irradiation
occurs when all or part of the body is
exposed to penetrating radiation from an
external source. Contamination means that
radioactive materiasin the form of gases,
liquids, or solids are released into the
environment and get on people externally,
get in them, or both.

Incidents involving either an explosion or
firewill elevate the potential for internal or
external contamination due to the spreading
of the radioactive material in the form of
small fragments (dust) or smoke. These
materials can often be carried long distances
downwind.

Radiological materials are both colorless
and odorless.

Protection from Radiation Exposure

The radiation exposure received will depend
on the type and strength of radiation source.
This exposure can be reduced by effective
use of :

Time: Theradiation doseisreduced in
proportion to reduction of exposure time.
Distance: Distanceis also critical for
reducing radiation exposure dose. While
alpha particles only travel alittle over an
inchin air, and beta particles will travel
only afew yardsin air, gammarays can
travel extensive distances.

Shielding: Radiation can also be
blocked or reduced by various materials.
Alpharadiation is stopped by a sheet of
paper, betaradiation is stopped by
aluminum foil or clothing, gammarays
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Exam Questions#A 19 and B20
Sources of useful technical information:

NBC Products and Services Handbook
contains a catalogue of CBR detection
equipment.

Guide for the Selection of Chemical Agent
and Toxic Industrial Material Detection
Equipment for Emergency First
Responders, published by the National
Institute of Justice (NIJ), June 2001.

An Introduction to Biological Agent
Detection Equipment for Emergency First
Responders, published by the NIJ (Guide
101-00: December 2001.

are only reduced by dense materials such
aslead or earth, and neutrons are slowed
or stopped by hydrogenous materials,
such aswax or water.

CBR Detection

The underlying theme of this chapter is that
effective protection against potential

releases of CBR isafunction of: 1) effective
and timely detection of the agent(s); and 2) a
public that is knowledgeable of the most
appropriate protective actions to take in the
event of a CBR release.

The discussion on CBR detection includes:

CBR detection technology currently
available.

Indications of CBR contamination.

Most strategies for protecting people
from airborne hazards require a means of
detection (determining that a hazard
exists)

Chemical detection technology has
improved vastly since Operation Desert
Storm (when many military detection
systems experienced high false-alarm
rates). Current chemical detectors work
in about 10 seconds.

Biological detection technology has not
matured as fast; generally require trained
specialists to administer; biological
signatures can take 30 minutes to detect.

A variety of radiological detectors have
been devel oped for the nuclear industry and
are commercialy available.
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Chemical Incident Indicators (1)
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VISUAL VI1-29

Chemical Incident Indicators (2)
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Exam Questions #A16 and B16

Chemical Incident Indicators (1)

Most hazardous chemicals have warning
properties that provide a practical means for
detecting a hazard and initiating protective
actions. Such warning properties make
chemicals perceptible; for example, vapors
or gases can be perceived by the human
senses (i.e., smell, sight, taste, or irritation of
the eyes, skin, or respiratory tract) before
serious effects occur.

In the absence of awarning property,

people can be aerted to some airborne
hazards by observing symptoms or effectsin
others. This provides a practical means for
initiating protective actions, because the
susceptibility to hazardous materials varies
from person to person.

Chemical Incident Indicators (2)

This chart depicts the following chemical
indicators: definite pattern of casualties,
ilIness associated with a confined
geographic area; unused liquid droplets,
areas that look different in appearance;
unexplained odors; low-flying clouds; and
unusua metal debris.
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Biological Incident Indicators
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Radiological Incident Indicators
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CBR Protection Strategies

Protective Actions:

« Evacuation

« Sheltering in Place

* Personal Protective Equipment
« Air Filtration and Pressurization

« Exhausting and Purging

o FEMA

EEEEEEEEE SIGN FOR HOMELAND SECURITY  Unit VI1-28

Biological Incident Indicators

In the case of abiological incident, the onset
of symptoms takes days to weeks and,
typically, there will be no characteristic
indicators. Because of the delayed onset of
symptomsin abiological incident, the area
affected may be greater due to the migration
of infected individuals.

Radiological Incident Indicators

In the case of aradiological incident, the
onset of symptoms also takes days to weeks
to occur and typically there will be no
characteristic indicators. Radiological
materials are not recognizable by the senses
because they are colorless and odorless.

CBR Protection Strategies

Once the presence of an airborne hazard is
detected, there are five possible protective
actionsfor abuilding and its occupants. In
increasing order of complexity and cost,
these actions are:

Evacuation

Sheltering in Place

Personal Protective Equipment
Air Filtration and Pressurization
Exhausting and Purging

To ensure the protective actions are effective
you must have:
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Evacuation

Most common protective action

In most cases, existing plans for fire evacuation apply

= Assembly should be upwind and at least 1,000 feet
away

o FEMA

EEEEEE NG DESIGN FOR HOMELAND SECURITY Uit VI1-33

Two considerations in non-fire evacuation are;

1. Determineif the source of the airborne
hazard isinternal or external.

2. Determineif evacuation may lead to other
risks. Also, evacuation and assembly

should be to the upwind side of the building

and at least 1,000 feet away, since any
airborne hazard escaping the building will
be carried downwind.

A protective action plan specific to each
building

Training and familiarization for
occupants.

Protective actions are discussed in more
detail in the following sections.

Evacuation

Evacuation is the most common
protective action taken when an airborne
hazard, such as smoke or an unusual
odor, is perceived in abuilding.

Orderly evacuation is the ssimplest and
most reliable action for an internal
airborne hazard, but may not be the best
action in al situations, especialy in the
case of an external CBR release,
particularly one that is widespread.

If some agent has infiltrated the building
and evacuation is deemed not to be safe,
the use of protective hoods may be

appropriate.
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Sheltering in Place (1)

A building can provide substantial protection against
agents released outside if the flow of fresh air is halted or
significantly reduced

The amount of protection varies with:

= How tight the building is

= Duration of exposure

= Purging or period of occupancy
= Natural filtering

o FEMA

RITY  Unit VII-30

Exam Questions#A 12 and B14

In most cases, air conditioners and combustion
heaters cannot be operated while sheltering in
place because operating them increases the
indoor-outdoor exchange of air.

Sheltering in place is, therefore, suitable only
for exposures of short duration, roughly 2
hours or less, depending on conditions.

Because the building slowly releases
contaminants that have entered, at some point
during cloud passage the concentration inside
exceeds the concentration outside. Maximum
protection is attained by increasing the air
exchange rate after cloud passage or by exiting
the building into clean air. The tighter the
building, the greater the effect of this natural
filtering.

Sheltering in Place (1)

Interrupting the flow of fresh air isthe
principa applied in the protective action
known as sheltering in place.

Advantage: It can be implemented rapidly.

Disadvantage: Protection is variable and
diminishes with the duration of the hazard.

The level of protection that can be attained
by sheltering in place is substantial, but it is
less than can be provided by high-efficiency
filtration of the fresh air introduced into the
building. The amount of protection varies
with:

Thebuilding'sair exchangerate. The
tighter the building (i.e., the lower the air
exchange rate), the greater the protection
it provides.

The duration of exposure. Protection
varies with time, diminishing as the time
of exposure increases.

Purging or period of occupancy. How
long occupants remain in the building
after the hazardous cloud has passed a so
affects the level of protection.

Natural filtering. Some filtering occurs
when the agent is deposited in the
building shell or upon interior surfaces
asair passesinto and out of the building.
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Sheltering in Place (2)

« Sheltering Plan should include:

« [dentifying all HVAC equipment
to be deactivated

« Identify cracks, seams, and
joints to be temporarily sealed

« Prepositioning supplies

« Identify safe rooms

« Identify procedures for purging

« Identify procedures for voluntary
occupant participation

o FEMA

EEEEEEEEE SIGN FOR HOMELAND SECURITY  Unit VII-31

Exam Questions #A20 and B19

Note: Although sheltering isfor protection
against an external release, it is possible, but
more complex, to shelter in place in one or
more floors of a multi-story building after an
internal release has occurred. In these
circumstances, it iscritical to isolate stairwells,
and not use elevators.

VISUAL VI11-36

Personal Protective Equipment

¥ FEMA

RITY  UnitVII-32

Note: This slide depictsindividuals wearing
universal-fit escape hoods (upper left-hand
corner picture and middle picture on the slide)

Sheltering in Place (2)

If the office environment is complex,
planning and exercises isimportant. The
sheltering plan should include:

Identifying al air handling units, fans,
and the switches needed to deactivate
them

Identifying cracks, seams, and joints, in
the building shell to be temporarily
sealed

Prepositioning supplies

|dentifying safe rooms

Identifying procedures for voluntary
occupant participation

Identifying procedures for purging after
an internal release

Sealing doors with duct tape
Turningon TV or radio

During an event, the decision to shelter in
placeis voluntary, but people should enter
the designated shelter area within 3-5
minutes.

Personal Protective Equipment

A wide range of individual protection
equipment is available, including
respirators, protective hoods, protective
suits, CBR detectors, decontamination
equipment, etc.

If masks have been issued, ensure that
training is conducted on how to put on
and wear the masks.

No selection of personal protective
equipment is effective against every
possible threat. Selection must betied to
specific threat/hazard characteristics.
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that have been developed for short-duration
"escape-only” wear to protect against chemical
agents, aerosols (including biological agents),
and some toxic industrial chemicals. The hoods
are compact enough to be stored in desks (see
picture in upper left-hand corner of the slide) or
to be carried on the belt.

Exam Questions#A21 and B23

VISUAL VII-37

Filtration and Pressurization

« Requires modifications to HVAC and electrical
systems — significant initial and life-cycle costs

«Introduces filtered air at a rate sufficient to
produce an overpressure and create an
outward flow through leaks and cracks

Figure 5-5: Bag Filter and HEPA Filter, page 5-12

ECURITY  Unit VII-33

Note: Applying externd filtration to abuilding
requires modification to the building’ s hesting,
ventilation, air conditioning (HVAC) system and
electrica system. These changes are necessary to
ensure that, when the protective systemisin
operation, dl outside air enters the building
through filters. The air exchange that normally
occurs due to wind pressure, chimney effect, and
operation of fans must be reduced to zero.

Universal hoods designed for short
duration escape wear only protect
against chemical agents by using both
HEPA and carbon filters.

Filtration and Pressurization

Two basic methods of applying air
filtration to a building are external
filtration and internal filtration. External
filtration involves filtering and/or
cleaning of the air drawn from the
outside, whileinternal filtration involves
filtering and/or cleaning of the air drawn
from inside the building. Both methods
require HV AC modifications that can be
costly.

Among the various protective measures
for buildings, high efficiency air
filtration/cleaning provides the highest
level of protection against an outdoor
release of hazardous materials.
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Air Filtration and Cleaning

Two Types of Collection Systems:

Particulate air filtration

= Principles of collection

= Types of particulate filters

= Filter testing and efficiency ratings
Gas-phase air filtration

= Principles of collection
= Types of gas-phase filters

o FEMA

BUILDING DESIGN FOR HOMELAND SECURITY Unit V1I-34

Exam Questions #A23 and B21

Air Filtration and Cleaning

Air filtration is the removal of particulate
contaminants from the air. Air cleaning is
the removal of gases or vapors from the air.
The collection mechanisms for these two
types of systems are very different.

Particulate air filtration consists of fibrous
materials, which capture aerosols. Their
efficiency will depend on the size of the
aerosol, the type of filter, the velocity of the
air, and the type of microbe. The basic
principle of particulate air filtration is not to
restrict the passage of particles by the gap
between fibers, but by altering the airflow
streamlines. The airflow will slip around the
fiber, but higher density aerosols and
particulates will not change direction as
rapidly. Particulate filters are not intended to
remove gases and vapors.

Gas-phase air filtration sorbent filters use
one of two mechanisms for capturing and
controlling gas-phase air contaminants,
physical absorption. Both mechanisms
remove specific types of gas-phase
contaminantsin indoor air. Unlike

particul ate filters, sorbents cover awide
range of highly porous materials, ranging
from simple clays and carbons to complex
engineered polymers. Activated carbon is
the most common sorbent, but does not
capture al chemicals.
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Air Contaminant Sizes
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Exam Questions #A22 and B22

VISUAL VI1-40

Various Filter Types

Pleated Panel Filters

HEPA Filters
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Carbon Filters
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Air Contaminant Sizes

This chart illustrates the particle size for a
number of the chemical, biological, and
radiological agents of concern. Viruses are
the smallest and most difficult to protect
against.

In FEMA 426, Table 5-1 lists the new
ASHRAE 52.2 Standards for particulate
filter ratings to remove a given particle size.
In most cases, new generation MERV 11 to
MERV 13 filters can be used in commercial
buildings and effectively remove most
particulates of CBR concern.

Various Filter Types

A wide variety of filters are available to
meet many specialized needs:

HEPA (high efficiency particulate air)
Filters - high performance filters that
aretypically rated as 99.97 percent
effective in removing dust and

particul ate matter greater than 0.3
micron in size.

Carbon Filters - sorbent filters (gas-
phase) that remove gas and vapors
using the thousands of bonding sites on
the huge surface area of activated
carbon.

Pleated Panel Filters - particulate air
filters consisting of fibrous materials
that capture aerosols.
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ASHRAE Standards (1)
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ASHRAE Standards (2)
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Typical Performance of a HEPA Filter
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ASHRAE Standards (1)

The new ASHRAE Standard 52.2 is amore
descriptive test than ASHRAE Standard
52.1. Standard 52.2 quantifies filtration
efficiency in different particle size ranges
and is more applicable in determining a
filter's effectiveness to capture a specific
agent. Standard 52.2 reports the particle size
efficiency results as a Minimum Efficiency
Reporting Value (MERV) rating between 1
and 20. A higher MERYV rating indicates a
more efficient filter.

ASHRAE Standards (2)

The standard provides atable (depicted on
the dide) that shows minimum Particle Size
Efficiency (PSE) for three size ranges for
each of the MERV numbers 1 through 16.
Thus, if the size of a contaminant is known,
an appropriate filter with the desired PSE for
that particular particle size can be identified.

Typical Performance of a HEPA Filter

HEPA filters are typically rated as 99.97
percent effective in removing dust and
particul ate matter greater than 0.3 micronin
size.

A typical HEPA performance curveis
depicted on this slide. The dip between 0.1
and 0.3 microns represents the most
penetrating particle size. Many bacteria and
viruses fall into this size range. Fortunately,
microbes in this range are also vulnerable to
ultraviolet radiation. For this reason, many
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Exhausting and Purging
Basic Principles:

» Usa ventikation and smokefpurge fans (o remove

airbome hazards

= Usa primarily for internal release or a5 a final action afer
an Incldent.

* Purglng should be carefully applied.

¥ FEMA

Note: Mention that a ventilation system and
smoke purge fans can be used to purge the
building after an external release after the
hazard outdoors has dissipated, and it has been
confirmed that the agent is no longer present
near the building.

Exam Questions #A 25 and B24

facilities couple particulate air filters with
ultraviolet germicidal irradiation (UVGI).
UVGI will be discussed on slide V11-49.

Exhausting and Purging

The fifth protective measure for CBR
covered in FEMA 426 is Exhausting and
Purging. Turning on abuilding's ventilation
fans and smoke-purge fansis a protective
action for purging airborne hazards from the
building and reducing the hazard to which
building occupants are exposed, but it is
mainly useful when the source of the hazard
Isindoors.

Purging must be carefully applied with
regard to the location of the source and
the time of the release. It must be clear
that the source of the hazard isinside the
building and, if not, purging should not
be attempted.

If the hazardous material has been
identified before release or immediately
upon release, purging should not be
employed, because it may spread the
hazardous material throughout the
building or zone. In this case, al air
handling units should be turned off to
isolate the hazard while evacuating or
temporarily sheltering in place. The
indoor-outdoor air exchange rate can be
increased by opening all windows and
energizing al fans.
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[ssues to Consider

«What |5 the threat? Toxlc industrial Chemicals

parmulate, geseous, chemcal, biologcal’?

» FHow clean does the air need to be and what is the

aagodiated cost?

= What i3 the cument systam capacty™

= thera figer baypass and h SN ific 3t = ae infiltration
nio the building envelopa?

» Will impraved mcloor air quality offset upgrade costs?

» [& system malntenance addressad?

¥ FEMA
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Economic Issues to Consider

|mital Caosts
o Filters, NCLEEING bowers
= Faclors Incliding Now rate, contarminant
concentration

Operating Costs

tenance, replacement filters, utlites, waste
Replacemant Costs

= Fifter life (factors molude continued concentration

and particle size distribution, fhow rates, eic.)
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VISUAL VII-47

Access to
Outdoor Intakes

¥ FEMA

I ssuesto Consider

What is the threat?

How clean does the air need to be?
What is the current system capacity?
Istherefilter bypass?

Will improved indoor air quality offset
upgrade costs?

I's system maintenance addressed?

Economic I ssuesto Consider

In developing, implementing, and sustaining
aprogram to reduce vulnerability to terrorist
threats, there are economic issues to

consider, including three categories of costs:

Initial costs
Operating costs
Replacement costs

These need to be factored into protection
strategies.

Accessto Outdoor Intakes

Several physical security measures can
be applied to reduce the potential for
hazardous materials entering a building
through the HVAC system.

One of the most important steps in
protecting a building's indoor
environment is the security of the
outdoor air intakes. Outdoor air enters
the building through these intakes and is
distributed throughout the building by
the HVAC system.

If relocation of outdoor air intakes is not
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feasible, intake extensions can be

Note: The goal of this protective measureisto constructed without creating adverse
minimize public accessibility. In general, this effects on HVAC performance.

means the higher the extensions, the better—
aslong as other design constraints (excessive
pressure loss, dynamic and static loads on
structure) are appropriately considered.

VISUAL VII-48 Extension Design Recommendations

An extension height of 12 feet will place the
intake out of reach of individuals without
some assistance. Also, the entrance to the
intake should be covered with a sloped
metal mesh to reduce the threat of objects
being tossed into the intake. A minimum
slope of 45° is generally adequate.

e . Extension height should be increased where
* Metal mash protecting inlat A existing platforms or building features (i.e.,
loading docks, retaining walls) might
provide access to the outdoor air intakes.

Extension Design
Recommendations

+ Lowest edge as high as possibie

Fi o]

= Shaped mlet
(min. 45" recommandad)

¥ FEMA

VISUAL VI1-49 Ultraviolet Germicidal Irradiation
(UVGI)
Ultraviolet Gernucidal Irradiation
All viruses and almost all bacteria {excluding spores) are A de'Sl gn UtIIIZI ng acombi nation Of filtration
vulnerable to moderate levels of UV exposure and UVGI can be very effective aga| nst

. biological agents. Smaller microbes, which
are difficult to filter out, tend to be more
susceptible to UV GI, while larger microbes,
such as spores, which are more resistant to
UVGI, tend to be easier to filter out.

LI [amp s resemble crdinary flusrescent lmps, bart e degigned fo sait
g e il LV

¥ FEMA

Note: UVGI haslong been used in laboratories
and health care facilities. Ultraviolet radiation
in the range of 2,250-3,020 Angstromsiis |ethal
to microorganisms. All viruses and almost all
bacteria (excluding spores) are vulnerable to
moderate levels of UV GI exposure. Spores,
which are larger and more resistant to UV G
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than most bacteria, can be effectively removed
through high efficiency air filtration.

Conseguently, most UGV systems are
installed in conjunction with high efficiency
filtration systems.

VISUAL VI1-50

[nfiltration and Bypass

Infiitraticn
* Building envelope
tighiness and vantilation
Conmral ang crica

Bypass
= Filters should be aktight

= Check gaskets and
seals

= Paradically check

¥ FEMA

Note: Building envelopesin residential and
commercia buildings are, in general, quite
leaky, and significant quantities of air can
infiltrate the building envelope with minimal
filtration. Field studies have shown that, unless
specific measures are taken to reduce
infiltration, as much air may enter a building
through infiltration as through the mechanical
ventilation system.

Infiltration and Bypass

Infiltration. Building managers should not
expect filtration alone to protect a building
from outdoor releases, particularly for
systems in which no make-up air or
inadequate overpressure is present.
Filtration, in combination with other steps,
such as building pressurization and
tightening the building envelope, should be
considered to increase the likelihood that the
air entering the building actually passes
through the filtration and air-cleaning
systems.

Bypass. Filter bypassisacommon problem
found in many HVAC filtration systems. It
occurs when air, rather than moving through
thefilter, goes around it, decreasing
collection efficiency and defeating the
intended purpose of the filtration system.
Filter bypass is often caused by poorly
fitting filters, poor sealing of filtersin their
framing systems, missing filter panels, or
leaks and openingsin the air handling unit
downstream of the filter bank and upstream
of the blower. Simply improving filter
efficiency without addressing filter

bypass provides little, if any, improvement
to system efficiency. As amechanical
system loads with particulates over time, its
collection efficiency increases, but so does
the pressure drop.
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VISUAL VII-51

Things Not to Do

= CDutdoor air Intakes shoubd not be permanently sealed
w AT syshems {Inciudes fllter upgrades) should not De
] f t understanding the effects on

OF DCCLIPa s,

» Fire protection arnd |ife satety systems should only be
madified after careful analysis and review

¥ FEMA

VISUAL VI1-52
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Things Not to Do

More than anything else, building owners
and managers should ensure that any actions
they take do not have a detrimental effect on
the building systems (HVAC, fire
protection, life safety, etc.) or the building
occupants under normal building operation.
Some efforts to protect the building from a
CBR attack could have adverse effects on
the building's indoor environmental quality.
Building owners and managers should
understand how the building systems
operate and assess the impact of security
measures on those systems.

Summary

CBR threats are real and growing.
Industrial chemicals are readily
available.

Military chemicals require speciaty
expertise.

Most buildings provide a reasonable
level of protection.

Inside versus outside building release
determines evacuation decision.
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Unit VII Case Study Activity

Chemical, Biological, and Radiological (CBR) Measures
Backaground

Purposs of activity, check on leaming about the nature of

chemical, blelegcal, and rad iologhcal agents

Requiraments
Refer to HIC case study and FEMA 428, and answer

wirksheet guestions

¥ FEMA

Refer participantsto FEMA 426 and the Unit
VIl Case Study activity in the Student Manual.

Members of the instructor staff should be
available to answer questions and assist groups
as needed.

At the end of 10 minutes, reconvene the class
and facilitate group reporting.

1. Distribute the exam (Version A or B) and
answer sheet. Ask the students to record
their name and the date. Remind them that
the test is an open book exam.

2. Allow 30 minutesfor test completion, then
collect the tests and answer sheets.

3. Scorethetests.

4. Return the students’ tests and answer
sheets, and review the correct answers by
calling on the students to give the answers.
Encourage them to ask questions, and
explain (as needed) why each answer is
correct.

When finished, collect the tests and answer
sheets.

Student Activity

This activity provides a check on learning
about the nature of chemical, biological, and
radiological agents.

Activity Requirements

Working in small groups, refer to the HIC
Case Study and FEMA 426 to answer the
worksheet questions.

Take 10 minutes to complete this activity.
Solutions will be reviewed in plenary group.

Transition

This completes the information Units |
through VII. A written exam will cover
these units. Unit V111 will cover Building
Design Guidance. Units VII1 through X1
will not have awritten exam.

WRITTEN EXAM

Two versions of the written exam (with
answer sheet) are provided in Appendix B of
the Student Manual:

Version A
Version B

Use the provided Scoring Sheet.

Correct answers and their sources are listed
on the Answer Keys, which follow.
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UNIT VII CASE STUDY ACTIVITY:
CHEMICAL, BIOLOGICAL, AND RADIOLOGICAL (CBR) CONSIDERATIONS

The requirementsin this Unit’s activity are intended to provide a check on learning about the
nature of chemical, biological, and radiological agents.

Requirement

1. Review the HIC Case Study and name the prevalent CBR threat(s) to the HIC.

Chemical - fire and toxic fumes from an explosion at the petroleum tank farm, HazMat
spillson the interstate or rail line

Biological - Anthrax delivered by mail, smallpox by spray mechanism

Radiological —*“dirty” Bomb

Refer to Table 5-1 on page 5-12 of FEM A 426 and answer the following questions:
2. What sizefiltration unit (MERV) isrequired to filter out 75 percent of Legionella and dust
particulates (1 to 3 microns) inside the HIC? 11

3. What range of MERV isrequired to remove 85 percent of smoke particles greater than 0.3
microninsize? 15

4. What mitigation measure can be used in the HVAC systems to destroy bacteria and viruses?
UVGI lamps
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Unit VIII
CoOURSE TITLE Building Design for Homeland Security
TIME 150 minutes
UNITTITLE Site and Layout Design Guidance
OBJECTIVES 1. Explainthe concerns of land use as applied to threats and hazards

due to terrorism and technological accidents

2. ldentify site planning concerns that can create, reduce, or eliminate
vulnerabilities and understand the concept of “Layers of Defense”

3. Compare the pros and cons of barrier mitigation measures that
increase stand-off or create controlled access zones

4. Identify the positive and negative aspects of mitigation approaches
for entry control and vehicle access, signage, parking, loading docks,
lighting, and site utilities

5. Explain the basic concepts of Crime Prevention Through
Environmental Design (CPTED) and its applicability to building
security against terrorism

6. Apply these concepts to an existing site or building and identify
mitigation measures needed to reduce vulnerabilities

SCOPE The following topics will be covered in this unit:

1. Land use considerations both outside and inside the property line

2. Site planning issues to include site design, layout and form,
vehicular and pedestrian circulation, and landscape and urban design

3. Creating stand-off distance using perimeter controls, non-exclusive
zones, and exclusive zones along with the design concepts and
technology to consider

4. Design considerations and mitigation measures for building security

REFERENCES 1. FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings, Chapter 2

Student Manual, Unit V11

Case Study

Unit VIII visuals

Eal SN
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=

FEMA 426, Reference Manual to Mitigate Potential Terrorist
Attacks Against Buildings (one per student)

REQUIREMENTS

2. Instructor Guide
3. Student Manual (one per student)
4. Overhead projector or computer display unit
5. Unit VIII visuals
6. Chart paper, easel, and markers
UNIT VI OUTLINE Time Page
VIII. Siteand Layout Design Guidance 150 minutes IG VIII-1
1. Introduction and Unit Overview 5 minutes IGVIII-3
2. Layout Design and Land Use Considerations 15 minutes IGVIII-4
3. Site Planning Issues 15 minutes IG VIII-5
4. Entry Control and Vehicle Access 15 minutes IG VIII-9
5. Design Considerations and Mitigation Measures 20 minutes IGVII-11
6. Walk-through of Building Vulnerability Assessment 20 minutes IG VIII-21
Checklist
7. Activity: Site and Layout Design Guidance 60 minutes IG VIII-23

PREPARING TO TEACH THISUNIT
Tailoring Content to the Local Area: Review the Instructor Notes to identify topics that
should focus on the local area. Plan how you will use the generic content, and prepare for a
locally oriented discussion.

Optional Activity: There are no optional activitiesin this unit.

Activity: Thereisno student activity associated with this unit. However, information in this
unit will be used during the student activities associated with Chapters 2 and 3.
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VISUAL VIII-1

BUILDING DESIGN FOR HOMELAND SECURITY

Unit VIII

Site and Layout Design
Guidance

¥ FEMA

VISUAL VIII-2and 3

Unit Objectives
Recognize basic land use planning, landscape, site
planning review, and evaluation

Identify sile planning concerns thal can create, reduce, or

avers of Defensse

Compare the pros and cons of bamer mitigation

neasures that increasa stand-off or create controbad
s& FOASS
e FEMA

Unit Objectives
Identify the positive and negative aspects of mitigation

approach : C
SEAFEENG, 1DAa0Ng OOCKS

Explain the ba

Environmen

building sacurity against tarrarism
Apply these concepls to an existing site or building and

oty mi igation measures nea s b meduc

vulnerabilities

e FEMA

Introduction and Unit Overview

ThisisUnit VIII Site and Layout Design
Guidance. Thislecture will examine site level
considerations and concepts for integrating
land use planning, landscape, architecture, site
planning, and other strategiesto mitigate the
design basis threats. The students will gain an
understanding of the myriad options available
to enhance site design taking into account
many environmental challenges.

Unit Objectives
At the end of this unit, you should be able to:

1. Explain the concerns of land use as applied
to threats and hazards due to terrorism and
technological accidents.

2. ldentify site planning concerns that can
create, reduce, or eliminate vulnerabilities
and understand the concept of “Layers of
Defense.”

3. Compare the pros and cons of barrier
mitigation measures that increase stand-off
or create controlled access zones.

4. Identify the positive and negative aspects of
mitigation approaches for entry control and
vehicle access, signage, parking, loading
docks, lighting, and site utilities.

5. Explain the basic concepts of Crime
Prevention Through Environmental Design
(CPTED) and its applicability to building
security against terrorism.

6. Apply these concepts to an existing site or
building and identify mitigation measures
needed to reduce vulnerabilities.
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VISUAL VIII-4

Layout and Site Design
Layout Design
Siting

Entry Control and Vehicle Access

Signage References

FEMA Building
Vulnerability Assessment
Checklist, Chapter 1,
page 1-46, FEMA 426

Parking
Loading Docks
Physical Security Lighting

. A Site and Layout Design
Site Utilities Guidance,Chapter 2,

FEMA 426

W FEMA

Ty UnitVill-4

VISUAL VIII-5

Layers of Defense

A i
e L .

Ty UnitVIll-5

Note: Layers of Defense will be used through
out the course and in Unit X Electronic
Security Systems and illustrate the elements:

Deter
Detect
Deny
Devaue

Instructors may want to relate to a castle.

Site and L ayout Design

Layout Design

Siting

Entry Control/Vehicle Access
Signage

Parking

Loading Docks

Physical Security Lighting
Site Utilities

Layers of Defense

First layer starts at the site perimeter and
outward

Second layers between the site perimeter
and building

Third layer is building and interior

It isimportant to remember that the nature of
any threat is always changing. Although
indications of potential threats may be scarce
during the design stage, consideration should
be given to accommodating enhanced
protection measures in response to future
threats that may emerge. Asset protection must
be balanced with other design objectives, such
asthe efficient use of land and resources, and
must also take into account existing physical,
programmatic, and fiscal constraints.

IGVIII -4



CourseTitle: Building Design for Homeland Security
Unit VIII: Siteand Layout Design Guidance

INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VIII-6

|dentify Adjacent Hazards

First Layer of Defense

Note the large fuel
storage and distribution
facility in the vicinity of
the office building being
assessed.

Figure 2-1: Example of Using GIS to Identify Adjacent
Hazards, page 2-5

W FEMA

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu Unit VIlI-6

VISUAL VIII-7

Layout Design

First Layer of Defense

Dinpa rumd Facil s

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu Unit VIlI-7

| dentify Adjacent Hazards

The designer should study the surrounding
areas to identify particular threats/hazards. For
this purpose, GISis an excellent resource.
Using GIS applications enable designers and
building owners to analyze various
demographic, hazardous areas, transportation
networks, access control points, etc. These
applications may depict atrue picture of the
surrounding threats, allowing decision-makers
to take proactive measurements to mitigate
potential vulnerabilities.

Layout Design

Depending on the site characteristics, the
occupancy requirements, and other factors,
buildings may be clustered tightly in one area,
or dispersed across the site. Both patterns have
compelling strengths and weaknesses.

Concentrating people, property, and operations
in one place creates a target-rich environment,
and the mere proximity of any one building to
any other may increase the risk of collateral
impacts. Additionally, the potential existsfor
the establishment of more single-point
vulnerabilitiesin a clustered design than would
exist in amore dispersed pattern. However,
grouping high risk activities, concentrations of
personnel, and critical functions into a cluster
can help maximize stand-off from the
perimeter and create a “defensible space.”
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VISUAL VIII-8

Layout Design

First Layer of Defense

Orientation has a significant
impact on making the
building visible to
aggressors.

Enhance surveillance
opportunities while
minimizing views into the
building.

W FEMA

VISUAL VIII-9

Siting

First Layer of Defense

Ty UnitVii-g

N

Char fusa

Lisniioll e

E FEMA Figure 2-7: Clear Zone with
BUILDING DESIGN FOI

ews, page 2-21

Ty UnitVil-9

A clear zone facilitates monitoring of the
immediate vicinity and visual detection of

attacks.

Walkways and other circulation features
within a clear zone should located so that
buildings do not block view of pedestrians

Layout Design

Orientation isthe building’s spatial relationship
to the site, its orientation relative to the

sun, and its vertical or horizontal aspect
relative to the ground.

The physical positioning of abuilding relative
to its surroundings may seem subtle, but can be
agreater determinant of security.

Good site design, orientation and building
placement should allow building occupants to
look out of the facility while minimizing views
into the building.

The proximity of avulnerable fagadeto a
parking area, street, adjacent site, or other area
that is accessible to vehicles and/or

difficult to observe can greatly contribute to its
vulnerability.

Siting

For high risk buildings, it may be necessary to
provide additional protection by creating a
clear zone immediately adjacent to the
structure that is free of al visual obstructions
or landscaping. The clear zone facilitates
monitoring of the immediate vicinity and visual
detection of attacks. Walkways and other
circulation features within a clear zone should
be located so that buildings do not block views
of pedestrians and vehicles. If clear zones are
implemented, it may be necessary to
implement other anti-surveillance measures.
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and vehicles.
VISUAL VIII-10

Siting
First Layer of Defense

Stand-off
Distance

N7 FEMA

ECURITY  Unit VIII-10

VISUAL VIII-11

Siting = el S AR

First Layer
of Defense

g FEM"!'E Figure 2-9: S e and building separation, page 2-23
SUILDIN

RITY  UNitVIII-11

Stand-off Distance

The distance between an asset and athreat is
referred to as the stand-off distance, as shown
in Visua VI1I11-10. Thereisno ideal stand-off
distance; it is determined by the type of threat,
the type of construction, and desired level of
protection. The primary design strategy isto
keep terrorists away from inhabited buildings.
Although sufficient stand-off distanceis not
aways possible in conventional construction,
maximizing the distance may be the most cost-
effective solution. Maximizing stand-off
distance also ensures that there is opportunity
in the future to upgrade buildings to meet
increased threats or to accommodate higher
levels of protection.

Siting

Controlled access zones may be exclusive or
non-exclusive. An exclusive zoneisthe area
surrounding a building within the exclusive
control of the building. Anyone entering an
exclusive zone must have a purpose related to
the building. A non-exclusive zoneis either a
public right-of-way or an arearelated to several
buildings. Someone entering a non-exclusive
zone could be headed for any building within
that area. Public access areas outside a
downtown building would typically be
considered non-exclusive.
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VISUAL VIII-12

Siting

First Layer
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RITY Unit VIII-12

VISUAL VIII-13

Entry Control/Vehicular Access

Prevent unauthorized access

= Avoid traffic queuing
= Rejection routes
= Search area out of traffic flow

Traffic calming
= Avoid high speed approaches
= Commercial vehicle gate

W FEMA

RITY Unit VIII-13

Siting

A number of elements may be used to create a
physical barrier, some natural and some
manmade. Natural barrier elementsinclude
rivers, lakes, waterways, steep terrain,
mountains, barren areas, plants, and other
terrain features that are difficult to traverse.
Manmade elements include fencing, walls,
buildings, bollards, planters, concrete barriers,
and fountains. Selection of elements must
consider the level of security desired and the
type of threat most likely to occur.

Entry Control/Vehicular Access
Entry control and vehicular access should:

Prevent unauthorized access

Provide for traffic calming

Have commercial vehicle gatesif possible
Have equal capacity for exit

Existing streets can be retrofitted with barriers,
bollards, swing gates, or other measures to
force vehiclesto travel in a serpentine path.
Again, high curbs and other measures should
be installed to keep vehicles from departing the
roadway in an effort to avoid these
countermeasures. Less radical than these
techniques are traffic calming strategies, which
seek to use design measures to cue drivers asto
the acceptable speed for an area. These include
raised crosswalks, speed humps and speed
tables, pavement treatments, build outs, and
traffic circles.
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VISUAL VIII-14

Entry Control/Vehicular Access
and Roadway Design

First Layer
of Defense

2 FEMA

Entry Control/Vehicular Accessand
Roadway Design

The design of entry control and access points
for vehicular and pedestrian circulation
patterns can impact security.

An entry-control point or guard building serves
well as the designated point of entry for site
access. It provides a point for implementation
of desired/required levels of screening and
access control. The objective of the entry
control point isto prevent unauthorized access
while maximizing the rate of authorized access
by foot or vehicle.

L ocation selection for vehicular access and
entry control for a building starts with an
evaluation of the anticipated demand for access
to the controlled site. An analysis of traffic
origin and destination, and an analysis of the
capability of the surrounding connecting road
network, including its capacity to handle
additional traffic, should then be performed.
Expansion capacity should also be considered.
The analysis should be coordinated with the
state and local departments of transportation.
The existing terrain can have a significant
impact on the suitability of a potential entry
control point site. Flat terrain with no thick
vegetation is generally preferred. A gentlerise
in elevation up to the entry control guard
building allows for aclear view of arriving
vehicles. Consider how existing natural
features such as bodies of water or dense tree
stands may enhance perimeter security and
vehicle containment. Entry control spatial
requirements vary, depending on the type, the
traffic demand, and the necessary security
measures.

Roadway network design that uses straight-line
approaches to buildings may give approaching
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VISUAL VIII-15

Site Access and Entry Control
First Layer of Defense

Entrance

e FEMA
VISUAL VIII-16

Building Siting and View Relationships

First Layer of Defense

"
Deilterins
hrien e

Blocking Sight Lines

N7 FEMA

ECURITY Unit VIII-16

vehicles the opportunity gather the necessary
speed to ram protective barriers and crash into
buildings. Possible solution: design
approachesto be parallel to the fagade, with
berms, high curbs, trees, and other measures
used to prevent vehicles from departing the
roadway.

Site Access and Entry Control

Robust vehicle inspection points can be used to
inspect vehicles. The covered top provides
protection from inclement weather.

Building Siting and View Relationships

Landscape and urban design inherently define
the “line of sight” in a space. Operational
security is not atraditional element of

master planning, but managing the threat of
hostile surveillance is a significant
consideration in protecting people, property,
and operations. With careful selection,
placement, and maintenance, landscape
elements can provide visual screening that
protects sensitive operations, gathering areas,
and other activities from surveillance without
creating concealment for covert activity.

These techniques seek to deny aggressors a
“line of sight” to a potential target, either from
on or off site. Thisincreases the protection of
sensitive information and operations by using
stand-off weapons. In addition to the use of
various screening options, anti-surveillance
measures (e.g., building orientation,
landscaping, screening, and landforms) can
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VISUAL VIII-17

Building Siting and View Relationships

First Layer of Defense

Bekdiog (st

Blocking Sight Lines and Establishing Clear Zones

N7 FEMA

VISUAL VII1-18

Urban Design

Second Layer of Defense

I Bollards and Building
Ent

|
i

Given that the energy transferred when one
object strikes another is afunction of its mass
and its velocity, a bollard that can stop a
15,000-pound truck moving at 35 miles per
hour may not be able to stop the same truck
moving at 55 miles per hour. In developing a
system of street alignments with protection in
mind, the designer cannot determine the size
or weight of avehicle that will travel along
the road, because that is a management
decision. However, the designer can propose
aroadway system to minimize vehicle
velocity, thus using the roadway itself asa
protective measure.

also be used to block sight lines.
Building Siting and View Relationships

Landforms can have a direct bearing on the
security of afacility. They can be either
beneficia (e.g., an elevated site that may
enhance the surveillance of the surrounding
ared), or detrimental to anti-surveillance.
Generally speaking:

For security purposes, buildings should not
be sited immediately adjacent to higher
surrounding terrain.

Urban Design (1)

Streets in urban areas can minimize travel time
and at the same time maximize safety.
Although a straight line may be the most
efficient course, designers should use caution
when orienting streets relative to buildings.

Most urban building lines are located within 50
feet of the street curb. The street can become
the second layer of defense and provide stand-
off distance through the use of terrain,
curvature, and streetscape furniture to prevent
vehicles from approaching the building.
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VISUAL VII1-19

Urban Design
Second Layer of Defense

VISUAL VI11-20

Urban Design

Second Layer of Defense

d Jl :
i

Urban Design (2)

Numerous urban design elements present
opportunities to provide security. The scale of
the streetscape should be appropriate to its
primary users, and it can be manipulated to
increase the comfort level of desired users
while creating a less inviting atmosphere for
users with malicious intent. However, even at
the pedestrian scale, certain operational
requirements must be accommodated. For
example, although efficient pedestrian and
vehicle circulation systems are important for
day-to-day living, they are also critical for
emergency response, evacuation, and egress.
Furthermore, despite an emphasis on
downsizing the scale of the streetscape, it is
critical to maintain the maximum stand-off
distance possible between vehicles and
structures.

Urban Design (3)

Street furniture can be used to deter
potential damage to buildings.

Itiscritical to maintain the maximum
stand-off distance possible between
vehicles and structures.

At the site perimeter, walls and fences used
for space definition may be hardened to
resist the impact of aweapon-laden truck;
however, planters, bollards, or decorative
boulders could accomplish the same
objective in amuch more aesthetically
pleasing manner.
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Urban Design

3% FEMA

VISUAL VII1-22

Bollard Applications
el

Explain the advantages of blocking the site of
critical assets.

Discuss the advantages of the placement of
bollards and raised walls.

Urban Design (4)

Existing streets can be retrofitted with barriers,
bollards, swing gates, or other measures to
force vehiclesto travel in a serpentine path.
Again, high curbs and other measures should
be installed to keep vehicles from departing the
roadway in an effort to avoid these
countermeasures.

Bollard Applications

Concrete bollards are excellent barriers that can
prevent high speed approaches.

These are examples of bollard placement.
When placing bollards, make sure you adhere
to ADA compliance. Bollards can be appealing
streetscapes, depending on the current
environment where they are installed.
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VISUAL VII1-23

Physical Protective Barriers

Passive

Discuss the vehicle speed and the damage
caused by velocity.

Physical Protective Barriers

Passive physical protective barriers can be used
in parking lots, garages, next to buildings, and
to create separate security zones.

There are three primary types of parking
facilities, al of which present security trade-
offs.

Surface lots can be designed to keep vehicles
away from buildings, but they consume large
amounts of land and, if constructed of
impervious materials, can contribute greatly to
stormwater runoff volume. They can also be
hazardous for pedestriansif dedicated
pedestrian pathways are not provided.

In contrast, non-street parking is often
convenient for users and a source of revenue
for local governments, but this type of parking
may provide little or no setback.

Finally, garage structures provide revenue and
can be convenient for users, but they may
require structural measures to ensure blast
resistance as well as crime prevention measures
to prevent street crime.

Although the cost of land suggests that the
construction of a garage below a building
(either underground or aboveground) may be
the most economically viable approach

for many developments, they can be highly
vulnerable to vehicle-borne weapons,
endangering the building above If garages must
be used, human security procedures (e.g.,
vehicle searches) and electronic systems (e.g.,
closed circuit television) may be necessary.
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VISUAL VIII-24

Physical Protective Barriers s

Active

VISUAL VIII-25
Passive Vehicle Barmer Application
_n‘J. 3
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VISUAL VIII-26

Physical Protective Barriers

An active vehicle barrier is designed using the
expected vehicle mass and velocity.

Passive Vehicle Barrier Application

A passive vehicle barrier can absorb a
significant force and either stop or deflect the
vehicle.

ActiveVehicleBarrier

An active barrier can be activated in seconds
and is capable of stopping large vehicles.

Pop-up barriers can create serious damage to
vehicles. These are some examples.

Explain the vehicle impact damage in relation
to high speed approaches. Greater force equals
greater damage.
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Active Vehicle Barrier Application

World Bank
Washington, DC

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu Unit VilI-27

VISUAL VII1-28

Temporary Active Vehicle Barrers

¥ FEMA

VISUAL VII11-29

Signage
Additional information

Place waming signs where reguirad by law to anforce
rastricted areas

Variabla message signs
Demarcate controlled perimeter and jurisdiction

Limit

¥ FEMA

Active Vehicle Barrier Application

An example of active barriersisthis one at the
World Bank. The barriers stay in the down
position during normal conditions, but are
manned and deployed to the up position at
higher threat levels.

Thisisatypica pop-up barrier that is
electronically controlled.

Temporary Active VehicleBarriers

There are several temporary active vehicle
barriers that can be rapidly deployed and
moved into position to control site and parking
access, control traffic flow, and provide stand-
off distance for buildings.

Signage

Unless required, signs should not identify
sensitive areas. A comprehensive signage plan
should be tailored to the mission of the facility
accompanying the FEMA 426 guidelines.

Minimize signsidentifying critical utility
complexes such as power plants and water
treatment plants.

Warning signs must use both languages in
areas where two or more languages are
commonly spoken. The wording on the signs
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VI111-30

Parking

Maintain stand-off distance

Restrict parking and access between buildings
Consider one-way circulation in parking lots
Locate parking within view of occupied buildings
Restrict parking underneath buildings

Well-lit, with security presence, emergency
communications, and/or CCTV

Apply progressive collapse hardening to columns when
parking garage is in the building
¥ FEMA

RITY Unit VI11-30

VISUAL VIII-31

Parking

% FEMA

Note the physical barriersthat arein placeto
prevent vehicles entering underground
parking areas.

should denote warning of arestricted area.

Signs should be posted at intervals of no more
than 100 feet and should not be mounted on
fences equipped with intrusion-detection
equipment.

Warning signs should be posted at all entrances
to limited, controlled, and exclusion aress.

L ocate variable message signs, which give
information on site/organization special events
and visitors, far inside site perimeters.

Parking (1)

Maintain stand-off distance

Restrict parking and access

Consider one-way circulation

L ocate within view of occupied buildings
Restrict parking underneath buildings
Keep parking areas well lit

Apply progressive collapse hardening to
high risk structures

Parking (2)

Avoid having driveways or parking within
or under buildings. Significant structural
damage to the walls and ceiling of the
loading dock may be acceptable; however,
the areas adjacent to the loading dock
should not experience severe structural
damage or collapse.

Provide signage to clearly mark separate
entrances for deliveries.

Visitor screening areas, receiving and
loading areas, and mailrooms constitute
the innermost line of defense, because they
may be the first places where people and
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INSTRUCTOR NOTES

CONTENT/ACTIVITY

VISUAL VII1-32

Loading Docks/Service Access

Ensure separation from critical systems and utility service
entrances.

Avoid driving trucks into or under building.
Provide clear signage.
Large truck carrying large bomb could go relatively

unnoticed unless access control performed a significant
distance from loading dock.

N7 FEMA

RITY UnitVIII-32

VISUAL VI11-33

Loading Dock Example

¥ FEMA

Discuss the other vulnerability pictured here.
The trash dumpster should be relocated away
from the building. Explosive devices can be

tossed in the dumpster creating a blast effect.

materials are closely inspected before
being introduced into the facility.

L oading Docks and Service Access

Loading docks and service access areas are
commonly required for abuilding and are
typically desired to be kept asinvisible as
possible. For this reason, specia attention
should be devoted to avoid undesirable
intruders. Design criteriafor loading docks and
service access include the following:

Separate (by at least 50 feet) loading docks and
shipping and receiving areasin any direction
from utility rooms, utility mains, and service
entrances, including electrical, telephone/data,
fire detection/alarm systems, fire suppression
water mains, cooling and heating mains, etc.

L oading docks are sometimes located near
critical assets just inside the building and a
blast effect would be detrimental to the entire
building and could result in a progressive
collapse.

L oading Dock Example

L ocate loading docks so that vehicles will not
be allowed under the building. If thisis not
possible, the service should be hardened for
blast. Loading dock design should limit
damage to adjacent areas and vent explosive
forces to the exterior of the building.

If loading zones or drive-through areas are
necessary, monitor them and restrict height to
keep out large vehicles.
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CONTENT/ACTIVITY

VISUAL VII1-34

Physical Security Lighting
High-mast lighting at entry contral paints
Continuous lighting

= Glare projection

Slandby lighting
Plovatda Il-;1||‘.|r':J

Emergency lighting

¥ FEMA

VISUAL VII1-35

Site Utilities

Underground versus overhead
Concealed versus axposad
Proflecled/securs versus accessibla
Zeparate service paths

Redundant following differant path
Looped varsus radial distribution

Chan't I;lr:;.l_:!_ cormimidncatons

¥ FEMA

VISUAL VI11-36

Site Utilities

Physical Security Lighting

Security lighting should be provided for overall
site and building illumination and the perimeter
to allow security personnel to maintain visual
assessment during darkness. Lighting is
desirable around areas such as piers, fence
lines, dock, storage areas, and parking lots. At
entry points, a minimum surface lighting
average of 4 horizontal foot candles will help
ensure adequate lighting is recommended.

Site Utilities (1)

Utility systems can suffer significant damage
when subjected to the shock of an explosion.
Some of these utilities may be critical for
safely evacuating people from the building.
Their destruction could cause damage that is
disproportionate to other building damage
resulting from an explosion.
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CONTENT/ACTIVITY

These are examples of protected utilities;
however, some property has exposed natural
water and gas lines that can easily be
tampered with. A thorough walk-through of
the site property should be conducted and
proper protection devices should be applied
to exposed utilities.

VISUAL VI11-37
Site Utilities
Utility plant accessibifity

Tankage

Secure ufility
penatrations

Public address

ayslem/call boxes

VISUAL VII1-38

Cnme Prevention Through Environmental Design
Territoriality (using buildings, fences, pavement, signs

aANg 2 AEANG I @EpFess OwWnershm)

MNalural survedlance (plac
and peophe to maximize wisibiiby)

Accass conirol (the [udickal placement of entrances, exits
fencing, landscaping, and Eghting)

o FEMA

Compare and contrast the CPTED principal
of single-point visitor control versus the
location and placement of parking structures
next to buildings.

Site Utilities (2)

The U.S. utility infrastructure is highly
concentrated, utilizing the same rights-of-way,
tunnels, underground conduits, and other
service points. Examine where the utilities
intersect (manholes, poles, city blocks, etc.) to
find critical nodes.

Install fencing and if possible, remote
monitoring capability at key electrical
substations, pumping plants, and
communications vaults.

CPTED

The application of CPTED principles starts
with athreat and vulnerability analysisto
determine the potential for attack and what
needs to be protected. Protecting a building
from physical attack by criminal behavior or
terrorist activity, in many cases, only reflects
achange in the level and types of threats.

The CPTED process provides direction to solve
the challenges of crime and terrorism with
organizational (people), mechanical
(technology and hardware), and natural design
(architecture and circulation flow) methods.
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VISUAL VII1-39

Summary of Site Mitigation Measures

B potais B plaled vk

LEoaks i cored an Alks

Page 2-52 of FEM A 426 provides a
comprehensive list of security/protection
measures that can be taken —increasing in
protection, cost, and level of effort — that
complements this graphic on Site Mitigation
Measures.

VISUAL VII1-40

Unit VIII Case Study Activity

Site and Layout Design Guidance

Background
FEMA 426, Building Vulnerahility Assessment Checklist
screaning ool for preliminary dasign vulrarability

aagassEment

Raguiremaents: 'H'II'HI::T-‘Ihi“!"I' R.;sﬁrl_rj Approach

Asgsgn sections of the checklist 1o gualified group membears

Refar lo HIC case study and GIS portiolio, and answer
workshesat quastions

Rewview results to ientify site and layout vulnerabilities and
possible mitigation measures.

o FEMA

Refer participants to FEMA 426, the Unit
VIl Case Study activity in the Student
Manual, and the GIS portfolio.

Members of the instructor staff should be
available to answer questions and assist
groups as needed.

Summary
To summarize:

A broad spectrum of mitigation actions
can be taken — with awide range of cost,
protection provided, and level of effort
required by the asset owner.

Thisnominal ranking of mitigation
measures provides a framework for the
identification of short-term and long-term
measures that can be taken.

Student Activity

The Building Vulner ability Assessment
Checklist in FEMA 426 can beused as a
screening tool for preliminary design
vulnerability assessment. The checklist
includes questions that determine if critical
systems will continue to function to enhance
deterrence, detection, denial, and damage
limitation, and if emergency systems will
function during a threat or hazard situation.

Activity Requirements

Continue working in small groups.

Assign sections of the checklist to the
group member who is most knowledgeable
and qualified to perform an assessment of
the assigned area.

Refer to the HIC Case Study and to the GIS
portfolio to determine answers to the
worksheet questions.
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At the end of 45 minutes, reconvene the class
and facilitate group reporting.

Then review resultsto identify
vulnerabilities and possible mitigation
measures.
Take 45 minutes to complete this activity.
Solutions will be reviewed in plenary group.

Transition

Unit IX will cover Building Design Guidance.
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UNIT VIIT CASE STUDY ACTIVITY:
SITE AND LAYOUT DESIGN GUIDANCE

The Building Vulnerability Assessment Checklist in FEM A 426 can be used as a screening
tool for preliminary design vulnerability assessment. The checklist includes questions that
determineif critical systemswill continue to function to enhance deterrence, detection, denial,
and damage limitation, and emergency systems function during athreat or hazard situation.

Requirement

Assign sections of the checklist to the group member who is most knowledgeable and qualified
to perform an assessment of the assigned area. Refer to the HIC Case Study and to the GIS
portfolio to determine answers to the questions. Then review resultsto identify vulnerabilities
and possible mitigation measures.

1. Complete the following components of the Building VVulnerability Assessment Checklist,
which address site and layout.

2. Upon completion of these portions of the checklist, refer back to the site risk rating
determined in Unit V Case Study Activity and, based on this detailed analysis, decide if the
rating is accurate.

3. Select mitigation measures to reduce vulnerability and associated risk from the site and
layout perspective.

4. Estimate the new risk ratings for high risk asset-threat pairs based on the recommended
mitigation measures.

Section | Vulnerability Guidance Observations
Questions
1.1 What magjor structures Critical infrastructureto There are two Ciritical
surround the facility (site consider inclgdeﬁ ngard Facilities within 2
or building(s))? Telecommunications miles of the HIC
) infrastructure Headquarters, one to the
Facilities for broadcast TV, cable | north and the other to the
What critical TV; cellular networks; newspaper | southwest. In addition, there
infrastructure, offices, production, and are more than adozen Tier ||
il distribution; radio stations; HAZMAT Facilitieswithin 3
?g,zgn;ﬁr;tacw: :: teaSrZ‘r eO ' satellite base stations; telephone miles of the building (in all
) trunking and switching stations, directions).
in the local area that including critical cable routes and
Impact transportation, major rights-of-way A major interstate highway
utilities, and collateral Electric power systems islocated within %2 mile of
damage (attack at this FOV\lletr platnts, espec_ially nduclear the HIC Headquarters.
Ca . acilities; transmission an
fecility |mpact| ng the distribution system components; CSX Transportation and
other major structures or | fyel distribution, delivery, and Norfolk-Southern Railway
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structures impacting this
facility)?

Gasand ail facilities

Hazardous material facilities,
oil/gas pipelines, and storage
facilities

Banking and finance institutions
Financial institutions (banks,
credit unions) and the business
district; note schedule
business/financial district may
follow; armored car services
Transportation networks
Airports: carriers, flight paths, and
airport layout; location of air
traffic control towers, runways,
passenger terminals, and parking
areas

Bus Stations:

Pipelines: oil; gas
Traing/Subways: railsand lines,
railheads/rail yards, interchanges,
tunnels, and cargo/passenger
terminals; note hazardous material
transported

Traffic: interstate
highways/roads/tunnels/ bridges
carrying large volumes; points of
congestion; note time of day and
day of week

Trucking: hazardous materials
cargo loading/unloading facilities;
truck terminals, weigh stations,
and rest areas

Waterways: dams; levees; berths
and ports for cruise ships, ferries,
roll-on/roll-off cargo vessels, and
container ships; international
(foreign) flagged vessels (and
cargo)

Water supply systems
Pipelines and process/treatment
facilities, dams for water
collection; wastewater treatment
Government services
Federal/state/local government
offices — post offices, law
enforcement stations, fire/rescue,
town/city hall, local

mayor’ sgovernor’ s residences,
judicial offices and courts,
military installations (include
type-active, Reserves, National

Section | Vulnerability Guidance Observations
Questions
attack on the major storage maintain atransportation

corridor about ¥2 mile from
HIC. There appear to be no
restrictions on the materia
carried along theserail lines.

A leg of the Piedmont
Petroleum Pipeline (PPP)
runs underneath the office
park in the vicinity of HIC
Headquarters. Part of
Piedmont’ s regional
network, this portion of the
pipeline normally carriesa
variety of refined products,
including commercial and
military jet fuels, diesel and
three grades of gasoline,
home heating fuels, etc. Four
buried pipes carry
approximately 20 million
gallons per day.

Connected to the pipeline,
lessthan 1 mile from HIC, is
a 20-million gallon capacity
fuel farm. Operated by the
Shellexxico Company, this
tank farm stores a variety of
petroleum products,
primarily gasoline.

Two airports are in the
vicinity of HIC. Oneisa
major international airport
approximately 8 miles away.
The other isasmall, but
busy general aviation airport
approximately 2 miles away.
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Section

Vulnerability
Questions

Guidance

Observations

Guard)

Emergency services

Backup facilities, communications
centers, Emergency Operations
Centers (EOCs), fire/Emergency
Medical Service (EMS) facilities,
Emergency Medical Centers
(EMCs), law enforcement
facilities

Thefollowing arenot critical
infrastructure, but have
collateral damage potential to
consider:

Agricultural facilities: chemical
distribution, storage, and
application sites; crop spraying
services; farms and ranches; food
processing, storage, and
distribution facilities

Commer cial/manufacturing/ind-
ustrial facilities: apartment
buildings; business/corporate
centers; chemical plants
(especially those with Section 302
Extremely Hazardous
Substances); factories; fuel
production, distribution, and
storage facilities; hotels and
convention centers; industrial
plants; raw material production,
distribution, and storage facilities;
research facilities and laboratories;
shipping, warehousing, transfer,
and logistical centers

Eventsand attractions. festivals
and celebrations; open-air
markets; parades; rallies,
demonstrations, and marches,
religious services; scenic tours;
theme parks

Health care system components:
family planning clinics; health
department offices; hospitals;
radiological material and medical
waste transportation, storage, and
disposal; research facilities and
laboratories, walk-in clinics
Palitical or symbolically
significant sites: embassies,
consulates, landmarks,
monuments, political party and
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Section

Vulnerability
Questions

Guidance

Observations

special interest groups offices,
religious sites

Public/private institutions:
academic ingtitutions, cultural
centers, libraries, museums,
research facilities and laboratories,
schools

Recreation facilities:
auditoriums, casinos, concert halls
and pavilions, parks, restaurants
and clubs (frequented by potential
target populations), sports arenas,
stadiums, theaters, malls, and
special interest group facilities;
note congestion date and times for
shopping centers

References. FEMA 386-7, FEMA
S.G 101, DOJ NCJ181200

1.2

Doesthe terrain place
the buildingina
depression or low area?

Depressions or low areas can trap
heavy vapors, inhibit natural
decontamination by prevailing
winds, and reduce the
effectiveness of in-place
sheltering.

Reference: USAF Installation
Force Protection Guide

The site is above the tank
farm and the rear parking
area slopes away from the
building to a stream, which
allows winds to pass over the
structure unhindered.

1.3

In dense, urban areas,
does curb lane parking
place uncontrolled
parked vehicles
unacceptably closeto a
building in public rights-
of-way?

Where distance from the building
to the nearest curb provides
insufficient setback, restrict
parking in the curb lane. For
typical city streets, this may
reguire negotiating to close the
curb lane. Setback is common
terminology for the distance
between abuilding and its
associated roadway or parking. It
is analogous to stand-off between
avehicle bomb and the building.
The benefit per foot of increased
stand-off between a potential
vehicle bomb and abuilding is
very high when close to a building
and decreases rapidly asthe
distance increases. Note that the
July 1, 1994, Americans with
Disabilities Act Standards for
Accessible Design states that
required handicapped parking
shall be located on the shortest
accessible route of travel from
adjacent parking to an accessible

With aloading dock on the
west side, it is possible for
vehicles to park right next to
the building. Normal parking
for employeesisin front; the
closest row is 44 feet from
the front door.
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Section | Vulnerability Guidance Observations
Questions
entrance.
Reference: GSA PBS-P100
1.4 Is a perimeter fence or Theintent isto channel pedestrian | Thereis no fence or other
other types of barrier tra_ffi<_: onto a site with multiple type of barrier onthe site's
controlsin place? buildings through known access perimeter.
) control points. For asingle
building, the intent isto have a
single visitor entrance.
Reference: GSA PBS-P100
1.5 What arethe site access | Thegoal isto have at least two Loading dock on the west
points to the site or access points — one for passenger | side of the building and front
building? vehicles and one for delivery entrance with an 8-foot
) trucks due to the different overhang. Additional exits
procedures needed for each. (including mezzanine exits):
Having two access points also 4,
helpsif one of the access points
becomes unusable, then traffic can
be routed through the other access
point.
Reference: USAF Installation
Force Protection Guide
1.6 Isvehicletraffic Pedestrian access should not be Sidewalks at the front of the
endangered by car traffic. building allow access to the
?Jee?ﬁerstaile:nf:? g:fr}i conthe Pedestrian access, especially from | site without pedestrian/
; public transportation, should not vehicle interface. However,
ste? cross vehicle traffic if possible. pedestrians must negotiate
Reference: GSA PBS-P100 and the parking lot to access the
FEMA 386-7 sidewalk.
1.7 Isthere vehicle and Vehicle and pedestrian access There is no access control to
pedestrian access control control a?d ifnspe(;tio_r:_s_hould the site;er;owev_er, sem:(r_ity
. occur as far from facilities as personnel monitor parking
a,t the perimeter of the possible (preferably at the site areas, and rear parking areas
site? perimeter) with the ability to arewell lit and monitored by
regulate the flow of people and CCTC cameras; front
vehiclesone at atime. parking areas are lit only.
Control on-site parking with Area proximity card prevent
identification checks, security access by unauthorized
personnel, and access control personnel.
systems.
Reference: FEMA 386-7
1.8 Is there space for Design features for the vehicular The building has no
inspection at the curb inspection point include: vehicle protected perimeter;
line or outside the arrest devices that prevent however, there is adequate
) vehicles from leaving the space in the rear parking area
protected perimeter? vehicular inspection area and to conduct truck pre-
prevent tailgating. screening away from the
What is the minimum building.
distance from the If Scrg‘;;i ng Spage Ca‘?]”"t dbe et from y
. . . provided, consider other design 44 feet from first parking
mspe_cﬂ on |ocation to the features such as. hardening and space to the building.
building? alternative location for vehicle
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Section | Vulnerability Guidance Observations
Questions
search/ inspection.
Reference: GSA PBS-P100
1.9 Is there any potential Eliminate potential site access Unknown without a more
access to the site or throm;]gT utility tunnels, corrli ]Eiors, detailed on-site assessment.
- . manholes, stormwater runo
building through utility culverts, etc. Ensure coversto
paths or water runoff? these access points are secured.
Reference: USAF Installation
Force Protection Guide
1.10 What are the existing Passive barriersinclude bollards, There are no anti-ram
types of vehicle anti-ram yvalIT, h;;;jened fﬁnceﬁ (steel cable | barriers at the site.
. : interlaced), trenches,
deY' c_es for the site or ponds/basins, concrete planters,
building? street furniture, plantings, trees,
sculptures, and fountains. Active
Arethese devices at the | barriersinclude pop-up bollards,
roperty boundarv or at swing arm gates, and rotating
Fh eFl))ui IB(/ZIi ng? y plates and drums, etc.
Reference: GSA PBS-P100
1.11 What is the anti-ram If the recommended distance for There are no anti-ram
buffer zone stand-off the_legks)ltulamed tf(wjreatelg nqt A barriers at the site.
: available, consider reducing the
di S_'tar_]ce from the stand-off required through
building to unscreened structural hardening or
vehicles or parking? manufacturing additional stand-off
through barriers and parking
restrictions. Also consider
relocation of vulnerable functions
within the building or to a more
hazard-resistant building. More
stand-off should be used for
unscreened vehicles than for
screened vehiclesthat are
searched.
Reference: GSA PBS P-100
1.12 Are perimeter barriers Anti-ram protection may be There are no anti-ram
capable of stopping provided by adequa_tely designed: | barriers at the site.
vehicles? bollards, street furniture,
) sculpture, landscaping, walls, and
fences. The anti-ram protection
Will the vehicle barriers | must be able to stop the threat
at the perimeter and vehicle size (weight) at the speed
buildi ng maintain access attai nabI? bﬁ/ that vehicle at
impact. If the anti-ram protection
for emergen_cy ) cannot absorb the desired kinetic
responders, including energy, consider adding speed
large fire apparatus? controls (serpentines or speed
bumps) to limit the speed at
impact. If the resultant speed is
still too great, the anti-ram
protection should be improved.
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Section | Vulnerability Guidance Observations
Questions
Reference: Military Handbook
1013/14 and GSA PBS P-100
1.13 Does site circulation Theintent isto use site circulation | No, from the main road,
i e to minimize vehicle speeds and there is a parking entrance
g[gzgnaf:ﬁleglﬁ/e;ﬁ cles? eliminate direct approachesto road that leads directly to the
* | structures. center of the building
Reference: GSA PBS-P100 complex. A vehicle could
easily reach 30-40 mph.
1.14 Are there offsetting Single or double 90-degree turns Yes. Closing the gap
vehicle entrances from effectively reduce vehicle between the last landscape
the direction of a approach speed. areawould eliminate the
) Reference: GSA PBS-P100 straightaway.
vehicle s approach to
force areduction of
speed?
1.15 Isthere aminimum Adjacent public parking should be | Itispossible for vehiclesto
setback distance between | directed to more distant or better- | park right next to the
the building and parked protected areas, segregated from building near the loading
X employee parking and away from | dock. Normal parking for
vehicles? the building. Some publications employees isin front; the
use the term setback in lieu of the | closest row is44 feet from
term stand-off. the front door.
Reference: GSA PBS-P100
1.16 Does adjacent surface The specific stand-off distance No. minimum stand-off of
parking on site maintain needed is based upon the design 44 feet at thislocation.
aminimum stand-off basis threat bomb size and the
i building construction. For initial
distance? screening, consider using 25
meters (82 feet) as aminimum
with more distance needed for
unreinforced masonry or wooden
walls.
Reference: GSA PBS-P100
117 Do stand alone, Pedestrian paths should be No above-ground parking
aboveground parking prl]anned to concsrtrate activityto | garages exihst on site. .
. the extent possible. However the open, ground-
garages provide adequate level parking provides
visibility across as well Limiting vehicular entry/exitsto a | adequate visibility across the
asinto and out of the minimum number of locationsis | lot.
parking garage? beneficial.
Stair tower and elevator |obby
design shall be as open as code
permits. Stair and/or elevator
waiting areas should be as open to
the exterior and/or the parking
areas as possible and well lighted.
I mpact-resistant, laminated glass
for stair towers and elevatorsis a
way to provide visual openness.
Potential hiding places below
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Section | Vulnerability Guidance Observations

Questions
stairs should be closed off; nooks
and crannies should be avoided,
and dead-end parking areas should
be eliminated.
Reference: GSA PBS-P100

1.18 Are garage or service Control internal building parking, | No above-ground parking
area entrances for underground parki ng garac?lesédand garages exist on site.

. access to service areas and loading
emP' oyee-permitted docks in this manner with proper
vehicles protected by access control or eliminate the
suitable anti-ram parking altogether.
devices?
The anti-ram device must be

. . capable of arresting a vehicle of
Coordinate this the designated threat size at the
protection with other speed attainable at the location.
anti-ram devices, such as | Reference: GSA PBS-P100
on the perimeter or
property boundary to
avoid duplication of
arresting capability.

1.19 Do site landscaping and Minimize concealment Minimal landscaping and the
street furniture provide opportunities by keeping IayOl_Jt of the_propert_y _
hiding places? landscape plantings (hedges, _ provide few if any hiding

) shrubbery, and large plants with places.
heavy ground cover) and street
furniture (bus shelters, benches,
trash receptacles, mailboxes,
newspaper vending machines)
away from the building to permit
observation of intruders and
prevent hiding of packages.
If mail or express boxes are used,
the size of the openings should be
restricted to prohibit the insertion
of packages.
Reference: GSA PBS-P100
1.20 Isthe site lighting Security protection can be Both rear and front parking
i successfully addressed through areas are well lit. Rear areas
adequat,? fro-m a:gcurlty adequate lighting. The type and are al'so monitored by CCTC
perspectivein rQ way design of lighting, including cameras.
access and parking illumination levels, is critical.
areas? Illuminating Engineering Society
of North America (IESNA)
guidelines can be used. The site
lighting should be coordinated
with the CCTV system.
Reference: GSA PBS-P100

1.21 Are line-of-sight The goal isto prevent the No. There are clear

observation of critical assets by approximately 300 foot lines
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Section | Vulnerability Guidance Observations
Questions
perspectives from persons outside the secure of sightin all directions.
outside the secured .bo(;”‘.jdargl Og t.Tg.Site' For o
1 individual buildingsin an urban
boundary to the building environment, this could mean
and on the property appropriate window treatments or
along pedestrian and no windows for portions of the
vehicle routesintegrated | building.
\évrggr: i;;;i%ipl ng and Once on the site, the concernisto
) ensure observation by a general
workforce aware of any
pedestrians and vehicles outside
normal circulation routes or
attempting to approach the
building unobserved.
Reference: USAF Installation
Force Protection Guide
1.22 Do signs provide control The signage should be simpleand | There are no parking lots
of vehicles and people? have the necessary level of clarity. | signs.
However, signs that identify
sensitive areas should generally
not be provided.
Reference: GSA PBS-P100
1.23 Areall existing fire Just as vehicle access pointsto the | Yes.
hydrants on the site site must be a}dtzl_elto transit
i emergency vehicles, so too must
accessible? the emergency vehicles have
access to the buildings and, in the
case of fire trucks, the fire
hydrants. Thus, security
considerations must accommodate
emergency response requirements.
Reference: GSA PBS-P100
2 Ar chitectural
21 Doesthe site and Thefocusof CPTED ison Site design clearly directs
architectural design cr ea}i ng defensible space by \éi silté)rs to tZe frolnt cif the
. . employing: uilding and to clearly
mcorporat.e Strategles, 1. Natural access controls: marked entrances. Loading
from a Crime Prevention | pesign streets, sidewalks, and areas are separate from
Through Environmental | building entrances to clearly public parking.
Design (CPTED) indicate public routes and direct
) people away from
perspective: private/restricted areas
Discourage access to private areas
with structural elements and limit
access (no cut-through streets)
Loading zones should be separate
from public parking
2. Natural surveillance:
Design that maximizes visibility
of people, parking areas, and
building entrances: doors and
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windows that look out on to
streets and parking areas
Shrubbery under 2 feet in height
for visibility

Lower branches of existing trees
kept at least 10 feet off ground
Pedestrian-friendly sidewalks and
streets to control pedestrian and
vehicle circulation

Adequate nighttime lighting,
especialy at exterior doorways

3. Territorial reinforcement:
Design that defines property lines
Design that distinguishes
private/restricted spaces from
public spaces using separation,
landscape plantings; pavement
designs (pathway and roadway
placement); gateway treatments at
lobbies, corridors, and door
placement; walls, barriers,
signage, lighting, and “CPTED"
fences

“Traffic-caming” devices for
vehicle speed control

4. Target hardening:

Prohibit entry or access. window
locks, deadbolts for doors, interior
door hinges

Access control (building and
employee/visitor parking) and
intrusion detection systems

5. Closed circuit television
cameras.

Prevent crime and influence
positive behavior, while
enhancing the intended uses of
space. In other words, design that
eliminates or reduces criminal
behavior and at the same time
encourages people to "keep an eye
out" for each other.

Reference: GSA PBS-P100 and
FEMA 386-7

2.2

Isit a mixed-tenant
building?

Separate high-risk tenants from
low-risk tenants and from publicly
accessible areas. Mixed uses may
be accommodated through such
means as separating entryways,
controlling access, and hardening
shared partitions, as well as
through special security

The building siteisa
multiple-tenant facility; HIC
has neighbors on both sides.
In addition to other tenants
in the building, the site also
contains multiple buildings
in the same professional
park.
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operational countermeasures.
Reference: GSA PBS-P100
23 Are pedestrian paths Site planning and landscape Each tenant facility hasits
planned to concentrate design can provide natural own entrance, spreading
activity to aid in surveillance by concentrating pedestrian activity acrossthe
: pedestrian activity, limiting front of the buildings.
detection? entrances/exits, and eliminating Loading docks are likewise
concealment opportunities. Also, spread out across the west
prevent pedestrian accessto side of the building.
parking areas other than via
established entrances.
Reference: GSA PBS-P100.
24 Aretheretrash The size of the trash receptacles No, the dumpster is
and mailbox openings should be approximately 50 feet from
:ﬁgﬁ%;fg 2n C(lj ose restricted to prohibit insertion of the rear of the building.
o . packages. Street furniture, such as
proximity to the building | newspaper vending machines,
that can be used to hide | should be kept sufficient distance
explosive devices? (10 meters or 33 feet) from the
building, or brought inside to a
secure area.
References: USAF Installation
Force Protection Guide, DoD
Minimum Antiterrorism Standards
for Buildings
5 Utility Systems
51 What is the source of Domestic water is critical for Unknown without a more
domestic water? C(?n;i nuer(]j bbUi Igd ng operation. < detailed on-site assessment.
‘s . Although bottled water can satisfy
(UtIIItY’ municipal, wells, reguirements for drinking water
lake, river, storage tank) | and minimal sanitation, domestic
water meets many other needs —
Isthere a secure alternate | flushing toilets, building heating
drinking water supply? and pooling system operation,
cooling of emergency generators,
humidification, etc.
Reference: FEMA 386-7
5.2 Are there multiple entry If the building or site has only one | Unknown without a more
points for the water source of water entering at one detailed on-site assessment.
supply? location, the entry point should be
) secure.
Reference: GSA PBS-P100
53 Is the incoming water Ensure that only authorized Unknown without a more
supply in asecure personnel h_ave access to the water | detailed on-site assessment.
location? supply and its components.
) Reference: FEMA 386-7
54 Does the building or site | Operational facilities will require | Unknown without a more
have storage capacity for reliance on adequate domest_ic detailed on-site assessment.
domestic water? water supply. Storage capacity can
meet short-term needs and use
water trucks to replenish for
How many gallons of extended outages.
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storage capacity are Reference: Physical Security
available and how long | Assessment for Department of
will it allow operations Veterans Affairs Facilities.
to continue?
55 What is the source of The fire suppression system water | Unknown without a more
water for the fire ?ay&bde_ supgl :dol;r_ct)rpn thehave . detailed on-site assessment.
. omestic wi i
suppr (.)n system? Separate source, separa?é storage,
(local utility company or nonpotable alternate sources.
lines, storage tanks with
utility company backup, | For asite with multiple buildings,
lake, or river) the concern is that the s_upply
should be adequate to fight the
worst case situation according to
Arethere alternate water | the fire codes. Recent major
suppliesfor fire construction may change that
suppression? requirement.
Reference: FEMA 386-7
5.6 Isthe fire suppression Standpipes, water supply control Yes, meets al fire codes.
system adequate, code- gﬁ%ﬁfﬁfﬁ? secure or
compliant, and protected | ooy
(secure |ocation)? Reforence: FEMA 3867
57 Do the The incoming fire protection Unknown without a more
sprinkler/standpipe \t/)vljartie;rd li g? ﬂé);le% %% efne;a?tregm detailed on-site assessment.
Interlo_r controls (risers) high ri,sk areas. Theinterior mains
have fire- and blast- should be looped and
resistant separation? sectionalized.
Reference: GSA PBS-P100
Are the sprinkler and
standpi pe connections
adequate and redundant?
Arethere fire hydrant
and water supply
connections near the
sprinkler/standpipe
connections?
5.8 Arethere redundant fire | Collocating fire water pumps puts | Unknown without a more
water pumps (e.g., one ;[jr:gnb Iae[ttrri1 Zkf ifroer s?; s nr%I.eu i Qr?i dent to | detailed on-site assessment.
. . eSS
electric, one diesel)? oystem, PP
Reference: GSA PBS-P100 and
Are the pumps located FEMA 386-7
apart from each other?
5.9 Are sewer systems Sanitary and stormwater sewers Unknown without a more
accessible? should be protected from detailed on-site assessment.
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How isit delivered?

the reliability of the supplier.
Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities

Section | Vulnerability Guidance Observations
Questions
unauthorized access. The main
concerns are backup or flooding
;rceuge]zy? protected or into the building, causing a health
) risk, shorting out electrical
equipment, and loss of building
use.
Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities
5.10 Wheat fuel supplies do Typicaly, natural gas, propane, or | Heating for the HIC building
the building rely upon fuel oi_I are required for continued isf proviiled by agoglnbi nat_i on
L . operation. of natural gas and electricity.
for critical operation? Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities
511 How much fuel is stored | Fuel storage protection isessential | Emergency power is
onthe site or at the for continued operation. provided bly as endg!e di ;o::ld
" generator, located in a
build ng and hOW long Main fuel storage should be in the rear parking lot. The
can this quantity sUppPOrt | |ocated away from loading docks, | generator has a 50-gallon
critical operations? entrances, and parking. Access day tank, maintained at 80
should be restricted and protected | percent capacity. The 2,000-
iai ) (e.g., locks on caps and seals). gallon main tank is buried
How isit stored References. GSA PBS-P100 and under the parking lot, near
.. Physical Security Assessment for the generator.
How isit secured? the Department of Veterans
Affairs Facilities
5.12 Whereisthefuel supply | Thesupply of fuel isdependent on | Natural gas entersthe

building through two meters
under the loading dock
staircase and goes through
the overhead to the
mechanical and electrical
(M&E) room at the
building’s southwest corner.
Branches split off for two
gas powered space heatersin
the high bay area by the
loading dock. The main gas
line goes to the main heater
inthe M& E room.

Main power for the HIC
officeis provided by
Dominion Electric Power
Company through two
transformers outside the
building. Two sets of buried
transmission lines deliver
12,470 volt (12.47KV)
power to the building from a
nearby substation.
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Thetwo 12.47KV feeders
lead to two separate
transformers outside the
building, one near the north
side, and the other near the
south side

5.13

Arethere alternate
sources of fuel?

Can aternate fuels be
used?

Critical functions may be served
by alternate methods if normal
fuel supply isinterrupted.
Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities

Emergency power is
provided by a single diesel
generator, located in a shed
in the rear parking lot. The
generator has a 50-gallon
day tank, maintained at 80
percent capacity. The 2,000-
gallon main tank is buried
under the parking lot, near
the generator.

Batteries to support the UPS
arein asmall room next to

points does the site or
building have for
electricity?

creates a vulnerable situation
unless an alternate source is
available.

Ensure disconnecting
reguirements according to NFPA
70 (National Fire Protection
Association, National Electric
Code) are met for multiple service
entrances.

the UPS room.
5.14 What is the normal Utilities are the general source Main power for the HIC
source of electrical unless co—ger&eration orI :b pl)rivate officeis pr0\|/ided by
. : energy provider is available. Dominion Electric Power
ser_V| (_:e for the site or Reference: Physical Security Company through two
building? Assessment for the Department of | transformers outside the
Veterans Affairs Facilities building. Two sets of buried
transmission lines deliver
12,470 volt (12.47KV)
power to the building from a
nearby substation.
5.15 Isthere aredundant The utility may have only one Unknown without a more
electrical service source? | source of power from asingle detailed on-site assessment.
substation. There may be only
i L single feeders from the main
Canthe site or buildings | g pstation.
be fed from more than Reference: Physical Security
one utility substation? Assessment for the Department of
Veterans Affairs Facilities
5.16 How may service entry Electrical supply at one location Unknown without a more

detailed on-site assessment.
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Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities
517 Isthe incoming electric Typicaly, the service entranceisa | Unknown without a more
service to the building locked room, inaccessible to the detailed on-site assessment.
secure? public.
) Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities
5.18 What provisions for Besidesinstalled generators to Eme_rgency power is .
emergency power exist? supply emergency power, portable | provided by asung!e diesel
What svstems receive generators or rental generators generator, located in a shed
Y available under emergency in the rear parking lot. The
emergency power and contract can be quickly connected | generator has a 50-gallon
have capacity to a building with an exterior day tank, maintained at 80
reguirements been quick disconnect aready installed. | percent capacity. The 2,000-
tested? gallon main tank is buried
’ Testing under actual loading and under the parking lot, near
operational conditions ensuresthe | the generator.
Isthe €Mergency POWEr | critical systems requiring
collocated with the emergency power receive it with a | Batteries to support the UPS
commercial dectric high assurance of reliability. arein asmall room next to
service? Reference: GSA PBS-P100 the UPS room.
Isthere an exterior
connection for
emergency power?
5.19 By what means do the Typically communication ductsor | HIC hasinvested in NEC
i other conduits are available. DS2000 telephone systems.
main telephone and data
communications Overhead serviceis more It comes with an 8-slot
) s identifiable and vulnerable cabinet, that can handle 32
' nt?rf_ace thesite or Reference: Physical Security lines from 48 stations.
building? Assessment for the Department of
Veterans Affairs Facilities
5.20 Are there multiple or Secure locations of Unknown without a more
i communications wiring entry to detailed on-site assessment.
redundant |ocations for the site or building are required
the tel ephonfe and Lo Reference: Physical Security
communication Service? | assessment for the Department of
Veterans Affairs Facilities
521 Doesthefire adlarm Typically, thelocal fire Yes, thelocal fire
system require department responds to an alarm department and the security
communication with that sounds at the station or is company over telephone
transmitted over phonelinesby an | lines.
external sources? auto dialer.
By what method is the An interm_ediary contro_l center for
darm signal senttothe | 2 e T e e
responding ag,ency: initial notification at an on-site or
telephone, radio, etc.? off-site location. This center may
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then determine the necessary
Isthere an intermediary | responseand inform the
alarm monitoring center? | "ePonding agency.
Reference: Physical Security
Assessment for the Department of
Veterans Affairs Facilities
5.22 Are utility lifelines Utility lifelines (water, power, Utilitieslines are buried at
aboveground, communications, etc:) can be_ thislocation.
underground, or direct g:(gnegta?nzy concealing, burying,
buried? Reference: GSA PBS-P100 and
FEMA 386-7
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